SIEMENS

www.siemens.com.au/energyautomation

Energy Automation Application Notes — Australia

IEC61850 GOOSE isolation features with
SIPROTEC relays

G70111-D0O000001-1001-2

Energy Automation HOTLINE
) enerqv.salesandsugport.au@siemens.com
Unrestricted 1300 668 336




www.siemens.com.au/energyautomation

Application Notes Australia
G70111-D0000001-1001-2 S I E M E N S
IEC68150 GOOSE isolation features with SIPROTEC relays

Forewords

A cornerstone of our offering is local service and support capability. Siemens Australia Ltd.
Energy Automation team takes pride in having available some of the industry's most
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Siemens is committed to providing service and support for the entire life cycle of our products.
This is based on local technical support, adequately backed up by a very experienced team of
technical experts in Germany.

We are here, in Australia, to support you.

Our sincere wishes,

Siemens Australia Energy Automation team

‘ Version Date ‘ Prepared by Approved by ‘ Details
01 16/10/2014 Frankie Lu Damien Ravinet First draft
02 16/09/2015 Damien Ravinet Frankie Lu Add sip 5 Test and OpBlock details

Unrestricted



www.siemens.com.au/energyautomation

Application Notes Australia
G70111-D0000001-1001-2 Sl E M E N S
IEC68150 GOOSE isolation features with SIPROTEC relays

Table of Contents

N ) o To [ To3 1 o o SRS 4
2 IEC 61850 GOOSE tECNNOIOQY .. .t ttttttttuuuuueuututtuueeeaeeaaeaaaeeeeaeeeeaeeeeeeeeeeeeeeeeeeessesssssssssssssssssssssssssssssssssnssssssssnssssssssssnsssnsnsnnnnns 4
3 IEC 61850 CONTOIMIANCE .....uuuutuutuiutuueneueneeeeeeeeeeeeeeeeeeeeeeeeeeesesessseesesesssesessssssssss s s 5555555555 5555555555555 5 5555555555555 5 555 esennnnnnnnnnnnnnnnnnnn 5
4 GOOSE isolation features with SIPROTEC devices (PUBIISNED) .......... i eeeeeeeeeeeeeeenenes 6
4.1 GOOSE isolation at the IED level — device bBUilt-in SIGN@l .........ooeiiiiiiiiiiiiiiiiiieieeeeeee e 6
4.2 GOOSE isolation at the IED level — deViCe teST MOUE. ......eeiiiiiiiiiiiiieiieeee ettt ettt e e e e e e e e e e e e e e e eeeeees 7
4.3 GOOSE isolation at the GOOSE frame/dataset IEVEL............oooviiiiiiiiiiiiieeeeeeeeeeeeeeeee et 11
5 GOOSE isolation features with SIPROTEC devices (SUDSCHDEI) ........oiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee et 12
5.1 GOOSE isolation at the GOOSE frame/dataset 18VEL...........coo i 12
5.2 GOOSE isolation at the GOOSE Signal 18VEl ... 13
5.3 Publisher GOOSE Status iN SUDSCIIDET .........u ittt eesseesessssssssssssssnssnnsnnnes 15
5.4 Publisher Device Logoff GOOSE Status (OPBIOCK) ........uuuuu s 15
Appendix 1 Siemens IEC 61850 teSTING TOOIS ....ccoeeiiiieeeeeeeeeeeee e 18
Appendix 2 IEC BrOWET QUICK QUIE .....ccoe e 19

Unrestricted



www.siemens.com.au/energyautomation

Application Notes Australia
G70111-D0000001-1001-2 SI E M E N S
IEC68150 GOOSE isolation features with SIPROTEC relays

1 Introduction

The IEC 61850 standard has been defined in cooperation with manufacturers and users to
create a uniform, future-proof basis for the protection, communication and control of
substations. Especially with the release of Edition 2 which provided further testing features.

The isolation of IEC 61850 GOOSE messages has always been an interesting topic for IEC
61850 IEDs testing applications. In this application note, some of the GOOSE isolation
features will be demonstrated for SIEMENS SIPROTEC 4/Compact and SIPROTEC 5 protection
IEDs.

In this application note, we will look at these isolation features only from the IED’s
perspective on the station bus (applies for inter bay level IEDs only, station level IEDs not
discussed). IEC 61850 testing features from the station controller and process bus
perspective is not included in the particular application note.

Should you have additional questions or queries please feel free to contact our Australian
local service and support Hotline.

2 IEC 61850 GOOSE technology

Generic Object Oriented Substation Event (GOOSE) is defined under the Generic Substation
Event (GSE) model within the IEC61850 standard. The Generic Substation Event (GSE) model
enables fast and reliable data exchange for the substation protection and automation
system. Generic Object Oriented Substation Event (GOOSE) is a control class which supports
the exchange of a wide range of common data defined by the IEC61850 standard organized
by a data-set.

Generic Object Oriented Substation Event (GOOSE) uses the ISO/IEC 8802-3 frame as a
vehicle to transmit and receive Ethernet frames/messages between the peers on the station
bus.

In a simplified way, there are three levels of GOOSE structure that can be isolated for testing
purposes:

- Intelligent Electronic Device (IED) level (Layer 1 of OSI reference model)

Each IED whether a subscriber or a publisher is lowest level of the communication
interface with a network address, i.e, physical link.

- GOOSE frame/message level (Layer 2 of OSI reference model)

Each IED can have a number of different GOOSE control blocks which each defines a
collection of information (data-set) to be exchanged at the Ethernet frame level.

- GOOSE signal level (payload of GOOSE Ethernet Frame, encapsulated in the layer 2
frame)

Unrestricted



www.siemens.com.au/energyautomation

Application Notes Australia
G70111-D0000001-1001-2 Sl E M E N S
IEC68150 GOOSE isolation features with SIPROTEC relays

Each GOOSE control blocks defines a collection of defined signals to be included in a
data-set. A signal consists of data objects (DO) that feature various data attributes
(DA).

IED 1
lsolation level marked in red
GOOSE Frame
GOOSE control block
Data set
- signal 1
- DA 1
-DA2
- sig'nal 2
Station Bus
Ethernet
Figure 1

3 IEC 61850 Conformance

The IEC61850 standard defines a wide range of services, data models. The IEC 61850-10
defines the conformance to the IEC 61850 standard testing of a particular device. It is the
manufacture’s responsibility to provide the following documentation:

PIXIT
Protocol implementation extra information for testing

PICS
Protocol Implementation Conformance Statement

TICS
Technical Issues Conformance Statement

MICS
Model Implementation Conformance Statement

These documentations declare to what extend an IED complies with the services and data

models defined by the standard. For example, does a device support the “Test” bit in its
status value quality bits.
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Such information for SIPROTEC devices can be accessed via our Australia service and support
website: http://www.siemens.com.au/energyautomation or please feel free to contact our
Australia service and support hotline.

4 GOOSE isolation features with SIPROTEC devices (Publisher)

4.1 GOOSE isolation at the IED level — device built-in signal

For SIPTOREC 5, there is an device internal signal “>GOOSE Stop” as shown in Figure 2 which
is implemented with all SIPROTEC 5 devices that can be used for stopping all publishing
GOOSE. You can switch off these publishing GOOSE messages from the device in the
information routing by routing the “>GOOSE Stop” signal to a binary input or a function key.

ProjectV3-0_SDE_01_DPC » SIPOE21 » Information routing

=T

» Source

= £ [ 0 [)/GE] Arenvies

Infarmation » Destination

» Binary inpu » Function keys CFC » Binary output » LEDs

» Base modi p Base module » Base module » Base module

signals Number Tpe 22 23 1 2 3 4 5 & |7 |8 ¥ O Y B VoY N SN e P I R 7 NI £ S S v )
b i Genersl a1 @
~ & Device 2171

& Lite contact 4171.304 SPS

# >GOOSE Stop 4171501 SPS T [b]

» & Physical health 4171.301 ENS
& Error meas. wans. 4171.310 ENS
& Error memory 4171.319 5P5

4171.320
4171.305
4171312
4171313
4171.314

SFS
SPS
ENS
5P5
ENS

& Auxiliary Power Fail

# Battery failure

& Compensation error
& Dev.not compensatad
# Offseterror

Figure 2

For SIPROTEC 4 and Compact, such a “GOOSE-Stop” signal as shown in Figure 3 is also
available with SIPROTEC 4 and SIPROTEC Compact devices equipped with version 4.2 and
higher of the communication module firmware, this also apply to any protection firmware
released after July 2012.

Device, General Settings

General
Settings:
No. Settings Value
0610 |Fault Display on LED /LCD Display Targets on every Pickup|
0611 |Sportaneous display of fit.ar 1S NO)|

e

-

Cancel I

Figure 3
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222 settings - Masking 170 (Configuration Matrix) - Ed2 / Folder § 75J804 V4.6/75J804

Information Source Destine

MNumber Display text Type Bl F|S(C 5
- 1/2]3|4]5|6]|7] | ] o i
Device, General  |00072  |Level2change | [OUT | | | | sy | ]
DataStop IntSP ®
00016 >DataStop ISP B | | 11 1 ) 1
00335 >G0-Sto) |SP H | X
“UTJD_TE Obje prope e 0
Selectin fault record | Chatter bincking and fiter 1EC 61850 |
00133 This information is routed to the system interface.
ED Thus, itis assigned to the following |[ECE1850 objects (LD / LN / DO}
00320 |CTRLALPHD1/GoStop
00321
0n3z2
00323
00545
00546
236.21
Figure 4

Below figure 5 shows possible application with test block and the use of the Goose Stop
function.

110V +VE

Siemens
7XG22
T Test Block

» Base module. 1 2
Signals Number Type 11 12 13 12

(Al [=] @n ] =l = = =l = e+

» @ General 91
~ i Device 4171 C M
# Life contact 4171304 5P
9 10
SPS L —_—

# >GOOSE Stop 4171501

Test Block Cover on
Terminal 13 & 14 closed
IN-SERVICE

IED 17 18
Bl 1.1
N i
—_— e+
27 © 28

REAR VIEW
(TERMINAL
LAYOUT)

Test Block Cover removed
ISOLATED

M Test Block Cover removed

Terminal 13 & 14 open
ISOLATED

2

110V -VE

Note: Image extracted from Siemens DIGSI software and 7XG22 test block documentation [7]

Figure 5

4.2 GOOSE isolation at the IED level —device test mode.

Each IEC 61850 signal has various attributes which can be understood as the properties of
the signal. There are a range of possibilities to utilize these properties. In this application
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note, we will demonstrate Individual IEC 61850 signals can be isolated utilizing the quality
data attribute “Test” designed into SIPROTEC devices.

For SIPROTEC 4, SIPROTEC Compact and SIPROTEC 5, once the device is set to test mode,
whether from the device HMI, from the engineering software DIGSI, even a function key or a
binary input, all signals will have it's the quality data attribute “Test” bit set to “True”.

In the following example, Figure 6 is shown for steps to set SIPROTEC 4 with a large LCD to
“Test” mode via the HMI display.

MAIN MENLU TESTADIAGNOSIS B62-838 TEST ENARBLE
e .;1=.+ ion - Device Rezet BI Tezt mode (.
ur ement -
ontr -3 a a Trans-> 5.
Settinas -3 : Harduware Test - B4
Modul info 4 43
Memnord = (5]
Set Reset “ 11
SIEMENS Intern 12
Figure 6

In the following example, Figure 7 is shown for steps to set SIPROTEC 5 with a large LCD to
“Test” mode via the HMI.

Main menu 7 Device functions w7
Measurements 2 Reset functions 2 ff
Control 3 Security 3
Settings 4 Date & Time 4
Communication 5 Localization 3
evice functions Meas.point I-3ph 1 ]
Test & diagnosis 7 Line 1 7
Lo D 2 <
Figure 7

In the following example, Figure 8 is shown for setting an online SIPROTEC 5 device to “Test”
mode via the engineering software DIGSI 5.
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Devices
Ef<X-) = | ¥y refresh F ooy B Delere
J Device information || Resource consumption || Logs || Time information || Diagnostic information
» ] Projectt Ead
~ i Online access
» [0 USB [57USE] ] General
» [ com L]
~ ] SIPROTEC 5 devices connected via USE W, Name: [75L87 (Assigned) ]
&7 Update accessible devices [EC61850 name: |SIP I
~ [H 75187 (Assigned) &
[ Device information Type: [75LE7 |
+4 Get all dats from device Serial number: |BM11USDDDDE7 |
> Llegs Configuration version: |V03.00.00 ]
HER Recards Communicatien configuration version: | V03.00.00 ] -
i1 |Indications =
» [ Measurements Froductcode: | 7SLB7-DAAA-AAD-DARRAD-AZ3212-231128-AAE0D0-000AA0-CB1BA2-CB1 |
¥ 4 Test suite
i# safetyand security Protection application
} _# Expert configuration
» [T Juniper Network Connect Virtual Adapter il PhyHealth [k |
» (1 Intel(R) 82577LM Gigabit Network Conn... il PwrUp [off |
I
» 4] PC Adapter [MPI] & Mod [of I
» [ FCinternal L]
Device mode
Actual device mode: | Frocess
Change device mode: | Simulation -] -
Commis sioning -
Frocess

Figure 8

Below Figure 9 shows all quality data attributes are false (“0”) when the device is in normal
operation/process mode.

fed IEC Browser
Server ICD/SCD Edit Action Extras Help

.':‘-: Bﬂ

Disconnect [z

D% [SIP5Application/L L NDSDataset 5| 5Application/USER 185 T85P 55 [ Goto | [AutoRefresh |
1= S s

MName - | Name | Type(lenfar]) | Value
=3 Online: 127.0.0.1:102 Name SIPRApplication/ JSER135T2SPS5g
- (5] 132,168 2.101:102 Type Data Object In Variable List
B Path SIPSApplication/LLN0SDatasetsSIPSApplication/ USER 185TSSPS Sq
e g BitString (4[-13]) (Good) 0000000000000
- [uE] Files
i~ [EF] InfoReports
(-3 SIPSApplication
=1- (@0 CALHD
- (60 LLND
£ LLNOSDataset
- - [B SIPSapplication/USER1S
SIPSApplication/USER1S

R o mn —

Figure 9

Below Figure 10 shows the “Test” bit quality data attributes is set to true (“1”) when the
device is set to test mode.
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| 3 IEC Browser
Server ICDYSCD  Edit Action Extras  Help
il : 4 [sPsAppication/LLNOSDatasetsSIPSApplication/ USER TS5 TSSPS Goto | |
Conrect Dizconnect  Cancel Delete I ks et R i 5
Name - Name |T1,rpe[Len[arrB i‘u"alue
=-Z3 Online: 127.0.0.1:102 Mame SIPSApplication/USER185TS5PSsg
¢ -3 192.188.2.101:102 Type Data Object In Variable List
B3 Path SIPSApplication/LLNDSDatasstsSIPEApplication/ ISER185TSSPS 5
@ q BitString (4[-13]) (Good, Test) 0000000000010
/2] Files
- [EF] InfoReports
{23 SIP5Application
- [-(09 CALHD
- [t LMD
{3 LLNDSDataset
- [51] SIPSApplication/USER 1S
. -[E) SIPsApplication/USER1S
Figure 10

At the subscriber side, the subscribers can decode this “Test” bit so to choose how to react,
whether it will action on it or discard the GOOSE signal. This allows for the isolation of
individual GOOSE signals when test is being conducted. The possibility of SIPROTEC devices
recognizing the quality data attribute “Test” bit will be discussed later in this document.
Please refer to figure 11 for a demonstration of the application use utilizing test mode.

Name | Typeilenfan]) | Value
SIP5Application’ USER185TS5PSSg

MName
Data Object In Variable List

Type
Path SIPSApplication/LLNOSDatasetsSIPSApplicatior
BitString (4[-13]) (Good) 0000000000000

q
Publisher A GOOSE A
Test Mode: OFF

A Subscriber
Test Mode: ON

Accept GOOSE A
Accept GOOSE B

Subscriber

Publisher B GOOSE B
Test Mode: OFF

Test Mode: ON

Accept GOOSE A
Discard GOOSE B

Name Type(Lenfarr]) | Value v
Name SIPSApplicationUSER1SSTSSPSSq

Type Data Object In Variable List

Path SiPSApplication/LLNOSDatasetSSIPSA

BitString (4[-13]) (Good, Test) 0000000000010

Figure 11
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Commissioning note:

If the type quality shown “Questionable” and “Old data”, there is a possibility that the publishing GOOSE signal is
configured but there is no internal signal is assigned to this GOOSE signal for driving it.

SPCS058s1al Boal {10 (fulse) O
SPCS5058g BitSaring (4[-13) (Questionable, Old data) 1100000100000
SS9 UTC_Time (THE (L=0F=1 N=1 106107, 11,2003 231028 536111

Please Note that Siprotec5 in test mode, the Binary outputs are not operated, however it is
possible to activate binary outputs via menu:
Settings->General-> test Support->Operate Binary outputs under test

support £4 .

te device test mode
false

autputs under test

Talse

<

Figure 12

4.3 GOOSE isolation at the GOOSE frame/dataset level

A GOOSE message is controlled by a GOOSE control block. It is located in the LLNO of the
logical device. All relevant information for the GOOSE frame/dataset can be found there.

The variable “GoEna” in the GOOSE Control block is needed to switch off individual GOOSE
frames/datasets. The variable “GoEna” controls the transmission of the GOOSE frame/dataset.
If a client sets this variable from 1 to 0, the device stops the transmission this GOOSE
frame/dataset and the signals or objects it contains. The subscribers of GOOSE
frames/datasets will check whether an interruption of data reception is detected. An object
that is not received is set to the value Invalid or its state can be updated manually at the
subscriber.

With the purchase of DIGSI software, a Siemens testing tool IEC Brower will be provided free
of charge. IEC Brower is a Window OS application which acts as an IEC 61850 Client that
supports various IEC 61850 services including GetDataValues and SetDataValues. Please
note, all IEC 61850 features and services with Siemens devices is compatible with any IEC
61850 compliant devices. In other words, the following demonstrations can be done using
any IEC 61850 compliant client.
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With the use of IEC Brower you can isolate the GOOSE frame/dataset by disabling “GoEna”.

MHame TypelLer[an]] Value
Name Control_DataSet]
Type Data Object
Path IEDSJE4gCTRL/ALLNO$GO$Control_DataSet1
TypelD 3
£(0[11])
| GoEna Bool (1[1]] 0 |
GolD VisSking [66[-65 0
DatSet VisSting (69[-65  IEDSJE4gCTRL/ALLNOSD ataSet
ConfRev Ulnteger [4[4]) 2
MdsCom Bool (2[1]) i]
Dstiddress {1041
Dstaddressfaddr DctetSt [B[B]) 010ccd010004
Dstaddress3PRIORITY Ulnteger (211 4
DstéddressgviD Ulnteger (2[2]) 1]
Dstiddress$aPPID Ulnteger (2[2]] 0O
Dstaddress H2l4D
HO[ 1))
Figure 13

If a device transmits several GOOSE frames/datasets, then you must set all “GoEna” variables
to O to switch off the GOOSE frames/datasets completely.

The GOOSE frames/datasets are switched on by setting the value of the variable “GoEna” to 1.

For testing purposes, you can use the IEC 61850 Browser, as it displays and can set GOOSE

control blocks and variables.

The “GoEna” variable is supported for SIPROTEC 5, SIPROTEC 4 and SIPROTEC Compact IEDs.

5 GOOSE isolation features with SIPROTEC devices (Subscriber)

5.1 GOOSE isolation at the GOOSE frame/dataset level

All GOOSE frames have a test field within the GOOSE header. SIPROTEC devices as subscribers
will discard the GOOSE frame if the test field is true. This test field is not set at the IED level
but SIPROTEC IEDs have the capability to interpret.
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Tec-Tc57_01:00:01

192 30.303944000 Nokiasie_07:b7:b6
4| 1l
@ Frame 87: 173 bytes on wire (1384 bits), 173 bytes captured (1384 bits) on interface 0
# Ethernet II, Src: Nokiasie 07:b7:b6 (00:0f:bb:07:b7:b6), Dst: Iec-Tc57_01:00:01 (01:0c:cd:01:00:01)
= GOOSE

APPID: 0x0002 (2)

Length: 159

reserved 1: 0x0000 (0)

Reserved 2: Ox0000 (0)

= goosePdu

gocbRef: SIPACTRL/LLNOSGOSControl_Dataset
timeallowedtoLive: 3000
datset: SIP4CTRL/LLNOSDataset
goID: SIP4/CTRL/LLNO/Control_DataSet
T: Jul 14, 2013 17:21:40.435546875 UTC
STNum: 23
SgNum: 634
test: False |
contRev: 1
ndsCom: False
numbDatSetEntries: &

# allpata: 6 items

Figure 14
5.2 GOOSE isolation at the GOOSE Signal level

As mentioned in section 4.2, there are a lot of options to set a device in test mode. All
published signals will have their “Test” bit as part of the signal quality attributes set to “True”.

For SIPROTEC 5, by using the conversion CFC (Continuously Function Chart; SIPROTEC relay
PLC blocks) the “Test” bit and other quality attributes (bad Q, opBlock) can be decoded,
isolated, alarmed depends on the user’s preference.

v | Global libraries
o @ %

* | Conversion
4 BOOL_CNT
SUESHET 4 BOOL_INT
SPLIT_SPS 4 BUILD_ACD
_IS:“T—SPS —8 & BUILD_ACT
VALID— 4 BUILD_DFPS
QL— 3 BUILD_ENS
2 BUILD_Q
4 BUILD_SPS
4 BUILD_XWV
4 CMP_DPS
4 DF5_SPS
4 SPLIT_ACD
B SPUT_ACT
4 SPLIT_BSC
38 SFLIT_DPS
|-SPUTO
4 SPLIT_SPS
A SPLIT MY

split_sps
SPLIT SPS

—IN VAL—
VALID
e B

l‘ split_quality attri._.
SPLIT_Q
aL G000
EAD
TEST —

OFF _
OELKE —

Note: currently “Good, Bad, OBLK” is functional, the rest are scheduled in end of 2015
Figure 15
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There are similar logic blocks available for SIPROTEC 4 and Compact devices to
discard/isolate/alarm individual test or bad quality signal at the subscriber side, this applies to
single point, double point as well as measurement values.

DIGSI 4 CFC splitting signals (Value, Quality):

View Options

[ Chart Edit Insert CPU Debug

eSS s 2R||FEE=|H
[ New Chart

Mew Text

[]..% All blocks

-4 Arithmetic

[]--Q Base Legic

[ Q Command Module

-4 Comparison

@ Counter Value

- Memory

-4 Status of Information

- CV_GET_STATUS [Decoder]
{ DI_GET_STATUS [Decoder]

-} DI_SET_STATUS [Encoder]

£ MV_GET_STATUS [Decoder]

- JF MV_SET_STATUS [Encoder]

- SI_GET_STATUS [Decoder]
{F SISET_STATUS [Encoder]
fF ST_AND [AND - Gate]

ﬂ— ST_NOT [Negator]

ﬂ ST_OR [OR - Gate]

- Time & Clock

[+ Q Type Convertor

[i] -4 Other blocks

[

Window Help

N = [ | O RO

The SI_GET_STATUS block decodes the status of a single point indication (e. g. external single-point
indication). The outputs provide two pieces of information, the value and the associated status.

Single point indication with status
.stVal status

Quality good
IEDname/CTRL/GGIO1/SPCSO1 .stVal

Quality Not good
IEDname/CTRL/GGIO1/SPCSO1 .stVal

Unrestricted
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SI_GET_5 BERE
Dacodear H2r=
b DE—
VALUE;1
1
SI_GET_5 [pi
Dacoder %l_ﬂll
% ] DBl
MY
VAL UE]
1
SI_GET_%S o BERE
Decoder %-
X DE—
VALUE;
Figure 16

Associated status
Single point indication

“Validity” is 00 or Good
.stval

“Validity” is Not 00
.stVal
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5.3 Publisher GOOSE status in Subscriber

The flexibility of DIGSI 5 software also allows you to monitor the status of the publisher
GOOQOSE in the subscriber.

In the below example, the publisher (7SJ85) test status is monitored via Beh (in test mode
Beh=3). FloState is monitoring the “Device Logoff” status (OpBlock or Operator Block).

Also the quality of these GOOSE are monitored via “valid” output of the CFC block, this will
raise “Publisher bad Quality” alarm (Q=Bad Quality). Publisher bad quality can then be sent to
the substation controller/HMI or triggers a LED on the IED.

build_g_1
BUID O
BUILD Q
—GOOD QL
—BAD
75185_SPS1
SPIIT SPS
SPLIT SPS
5/Application/USER1ISPS1 [55PS] 4@ N VAL—
VALID
oL—
75185 _FloSt...
SPIIT SPS
SPLIT SPS build_sps_1
Iapplication/LLNO/FloState [SSPS] @ IN VAL BUIID SPS
VALID BUILD SPS
oL— —— VAL OUT: @ GOOSE.Q Publisher OpBlock [SSPS]
—0L
75185_Beh
SPIIT SPS build_sps_2
SPLIT SPS AUIN SPS
5J85iApplication/LLNO/Beh [SSPS] @ IN VAL— BUILD 5PS
VALID VAL out @ GOOSE.Q Publisher test [SSPS]
L— —0L
75185_EQ ...
FO D nand10_1 build_sps_4
EQ D AN SPS
5)85/Application/LLNO/Beh [DINT] @ IN1 out BUILD 5PS
3—IN2 VAL outr @ GOOSE.Q Publisher bad [SSPS]
oL

Note from DIGSI 5 help manual:

Quiality Attribute Validity

If only an invalid data is received in the case of CFC input data, all CFC output data are also set to invalid, provided they
come from blocks without explicit quality processing. The quality is not processed sequentially from block to block, but the
output data are set lump sum. An exception is the CFC output data that originate from function blocks with explicit quality
processing. For this reason, in the above example the good quality needs to rebuild for CFC output signals.

5.4 Publisher Device Logoff GOOSE status (OpBlock)

In some case, an IED may need to be removed/isolated from the network for maintenance
purpose. In some cases, that the subscribers of the isolated IED may still need the isolated
IED to publish GOOSE signals which are the inputs to its logics.

This means that there need to be a specific mode for the publishing device to inform all
subscribers that they should ignore the invalidity of these GOOSEs.

Device Logoff can be enabled/disabled from “Menu->Device Functions->Operation modes”
via the device menu.
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-
S | Change

When the Device Logoff mode is true, GOOSE will be published with Operator blocked
Quality status.

3 TEC Browser e - = - |

Server ICD/SCD Edit Action Extras Help
5” Disc%ﬂnw De%te |P73.8BApplication/USER18ST$SPS ~ Goto | ~ Search (Online) \ Auto]
Name « | Description » | Name | Type{Len[ar]) | Value
([ LLND Name SPS
@ LLNO$DstaSet Type Data Object
&+ @ LPHDO Psth P7S.J85Application/USER1$STSSPS
@ LTIMD — |stval Bool (1) (false) 0
% S’F‘:Eg q BitString (4-1 (Good. Operatar blocked) 0000000000001
' B0 RSLEDGAPCO t ime (1 (1=0.F=0.N=1.31b}15.09 2!
[+ USERT
-8 BL (Blocking)
CF (Configuratic
-8 DC {Description] =
E-[EE EX (Extension)
23 8T (Status)
-3 Beh
(3 Beht
-3 Beh2
o3 FloState
[ Health M
+-03 Mod Read logical device [P7SJB5PowS -
B Mod1 Read logical device [P75.J85PowS_MeasPointl3ph
- ([09 Mod2 Read logical device [P7SJ85Rec
. [asps Read logical device [P75.J85Rec_FaultRecorder
. ..[8 SPST Read logical device /P75J85VI3p1
H sPS11 Read logical device [P75.J85VI3p1_5051N0OCgndB1
@3 5PS2 Read \og!ca\ dev!ce [P7S.J85VI3p1_50510C3phasel =
Read logical device [P75.J85VI3p1_FundSymComp
B sPs3 Read logical device [P75.J85VI3p1_OperationalValues
H SP54 Read logical device [P75J85VI3p1_ProcessMonitor =
b SPSE Read logical device [P73J85VI3p1_SwitchOntoFault
--[0d SPSE ~ |Done.
] “h | 3 r

Device Logoff example:
IED1: 7SK85 - GOOSE Publisher, to be switched off.
IED2: 7SJ85 - GOOSE Subscriber, logics require a valid signal from IED2.

In this example, a CFC logic is configured in IED1.

If Function key F5 (“F5”) is ON in IED1 AND Function key F5 (“USER1/SPS6”) in IED2; IED1 will
trip (“GOOSE.F5 trip”).
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Lab_Q test opblock » 7SK85 * Charts » F5 logic

M3 % & E Qefoos Ml 2AG 8w 2
IED1 7SK85
F5
" and10_1 build_sps_1
AND10 RUIITD SPS
AND BUILD SPS
GOOSE.F5 nocfcf [300L] @ 31 QUT———— @ GOOSE.FS trip (if IED2 ok) [55PS]
185Application/USER1/5PS6 [BO0L] @ i(z
\ IED2 GOOSE 75J85
F5

In the situation where IED2 need to be removed from the network, but IED1 need to have the
particular signal from IED1 for the logic to work as part of the operation requirement. As
soon as the IED 2 is powered off, Quality status of the GOOSE from IED2 will be invalid.
However, by switching IED2 to Device logoff mode (“True”) before switching off IED2. As long
as F5 in IED2 is ON before switching the mode (this will be the last “Good status” for the
subscribers), F5 trip logic in IED1 will still operate as required.
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Appendix 1 Siemens IEC 61850 testing tools

e GOOSE Inspector (Dongle licensed) — GOOSE Monitoring tool
http://www.ib-boeser.de/dl/demo _en.htm

GOOSE Inspector

© 2012 Berthold Boeser Engineering Consultants

« |[ECBrowser (Free with DIGSI purchase) — IEC61850 Client for testing purposes

IEC| IEC Browser

« SICAM Protocol test system (Dongle licensed) — IEC61850 server simulator, for example to
simulate GOOSE of IEDS not available yet.

"' Capturing from NDIS-WDM Driver for HighSpeed USB-Ethernet Adapter (not ip host &3 c 1.6.5 (SVNI i -0 x|

Fle Edt Yew Go Capture Analyee Seafistics Telsphony Tooks  [ntermals Help

@%%ﬁﬁ\%%xﬁ&\’fk@@@?&!GIQQQB!&'@I%\@

Fier: Ieth‘dst == 01:0cicd:0L:11:01 ﬂ Expression... Clear /ipply

Ho | Time |source | pestination |Pratocol[Length [1nfo =
2053 1.995046 speedbra 00:02:98 Iec-Tc57_01:11:01 GOOSE 248 e
| 2136 1,999048 speedbra 00:02:98 Iec-Tcs7 01:11:01  GOOSE 248 | _I'

4 3

Frama 2053: 248 bytes on wire (1984 bits), 248 hytes captured (1984 hits)
Ethernet IT, Src: Speedbra_00:02:98 (00:13:3b:00:02:98), Dst: Tec-TcS7_01:11:001 (01:0c:cd:01:11:01)
® 802.1Q virtual LAM, PRI: 4, CFI: 0, ID: O

GOOSE
= APPID: 0x2000 (81927 Browse IEC61850 model(s) x|

Length: 230 - View options
Reserved 1: 0x0000 (0)
Reserved 2: 0x0000 (0) I Hirarchical view [ Plain view I” viewalldata W Wiew commands (Co) [~ View buffered reports (BR) I~ View status {Mad, Beh, Health) (CO, 5T)
= goosePdu ¥ view indications (ST) [ View unbuffered reparts (RE) ¥ Wiew datasets
gochref: EIQLFPLLDO/LLNO$GO$ gchcont ; ¥ view measurands (Mx) [ view configurations (CF) ™ view repart avervisw
timeallowedtoLive: 4000 Aol fpply I wiew status values (5¥) | view goose (GO) I Wiew goose owerview
datset: E1QIFPLLDO/LLNOSG Contraol I view sek points (5P)
qoID: ELQIFPLLDO/LLNOSGOSgchCont

T:iomar 22, 2012 08:08:56. 344069290 UTC I |

STNUmM: 1 E--192.168.0.111 {ELQLFFL}

sghum: 143 Client connect

test: False £ E1Q1FP1LDO

confRev: 2 £ Dataset (HVL)

ndsCom: False : ) Goose (60}

numpatsetentries: 24 [E = 101701 LD0,LL

= allpata: 24 items 1 Goose enable Trus

[ bata: boolean (3 + « AppID (AppID) alsz
hoolean: False MAC address (Destidr) 01:0C:CD:01:11:01

= bata: bit-string (4) : ~hpplication (GolD)! ELQLFPLLDO/LLED$ 60§ geblont
Padding: 3 H Dataset (DatSen) E1Q1FPLLDO/LLNOSG_Control
bit-string: 0000 Data (V)

= Data: boolean (3) E1QLFPLOCE 1
hoolean: False R1Q1FPLERS_1

[ pata: bit-string (4) [-192.168.0.141 {ELQ4FPL}
Padding: 3

bit-string: 0000
= bata: bhoolean (3]
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Appendix 2 IEC Brower quick guide

Offline mode:

IEC Brower can be used as an IEC 61850 structured viewer for ICDs and SCDs.

Fed IEC Browser

Server | ICD/SCD | Edit Action Extras Help

=
" I Open @ ]_

Close ! Delete

Nams ﬁ

Online mode:

IEC Brower can be used as simple temporary client to:

Connect to a IEC61850 server
Read DataObjects

Start Unbuffered Reporting
Stop Unbuffered Reporting
Create and Delete a DataSet
et Files

Disconnect from the server

Supported IEC61850/MMS Services
Object Service

Connection

Connect

Disconnect

Data Read
Write
Informationreport

Dataset define Variable List
delete Variable List
Variable List

File Directory

Get File

Delete File

IEC61850 SCSM Service
Associate

Release
GetDataValues
SetDataValues
Informationreport
CreateDataset
DeleteDataset
GetDatasetDirectory
GetFileDirectory
GetFile

DeleteFile

MMS Service

initiate

Conclude

Read

Write

Informationreport
DefineMNamedVariableList
DeleteMamedVariableList
GetNamelist
FileDirectory

FileRead

FileDelete

To connect to a server, click “Connect” and type in the server IP address:
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fed IEC Browser
Server ICD/SCD  Edit Action Extras Help

i &l L
Connect  Dizconmect Delete
Name [
(21 O Connect to device ... o || ==
3] Offlin IP Address: Port:
[192.168.2.101 | |02
o |
Deetails == I A
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