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Role-Based Access Control for Digital Grid Products

1.1

1.2

1.7 Introduction

Introduction

SIPROTEC 5 and SICAM A8000 devices support role-based access control with central user management in
LDAP/Active Directory among other advanced cybersecurity features. To access information on a SIPROTEC 5
or SICAM A8000 device or to perform actions on the device, optionally the role-based access control (RBAC)
can be enabled. After activation, the operator has to authenticate and authorize himself as a user before
each interaction with the device. In the document APN-051, “Role_Based Access Control”, RBAC via Radius is
described. In this document, RBAC via LDAP is described.

All SIPROTEC 5 and SICAM A8000 devices can be connected to a central LDAP server containing the authenti-
cation and authorization configuration. LDAP (Lightweight Directory Access Protocol) is a standardized client/
server protocol, and the client implementation is integrated in the SIPROTEC 5 and SICAM A8000 device
firmware.
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LDAP: This internationally well-established protocol will be officially part of the IEC 62351-8 standard soon for centralized access
control management in 2019.
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This document describes the usage of SIPROTEC 5, SICAM A8000 devices and SICAM GridPass with the LDAP
option in an Active Directory of a Windows Server 2022 system. An Active Directory Server (ADS) needs to be
installed. Furthermore, for the local user login on a SIPROTEC 5 device over the LDAP protocol, the ADS policy
must be adjusted. This specific configuration is part of the APN-051 document.

Fundamentals

Active Directory (AD)

Active Directory (AD) is a directory service that Microsoft developed for Windows domain networks. It is
included in most Windows Server operating systems as a set of processes and services. Initially, Active
Directory was only in charge of centralized domain management. Starting with Windows Server 2008, Active
Directory became an umbrella title for a broad range of directory-based identity-related services.

Active Directory Domain Service (AD DS)

Secure Substation, LDAP, Application Notes

An Active Directory Server (ADS) is called a domain controller. It authenticates and authorizes all users and
computers in a Windows domain type network, assigning and enforcing security policies for all computers
and installing or updating software, for example, when a user logs on a computer/device that is part of a
Windows domain, Active Directory checks the submitted password and determines whether the user is a

APN-097, Edition 09.2023
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1.3 Implementation according to IEC 62351-8 Ed.1 Standard

system administrator or normal user. Also, it allows the management and storage of information, provides
authentication and authorization mechanisms, and establishes a framework to deploy other related services:
Certificate Services.

Active Directory Lightweight Directory Service (AD LDS)

AD LDS is a directory service. Active Directory Lightweight Directory Services (AD LDS) provides only a subset
of the capabilities of AD DS. This makes it a leaner and more independent directory service that can be run as a
stand-alone directory without integration with an existing AD.

Prior to Windows Server 2008, AD LDS was still called ADAM (Active Directory Application Mode) and was only
considered as an extension and not as a server role.

Lightweight Directory Access Protocol (LDAP)

The Lightweight Directory Access Protocol (LDAP) is a directory service protocol that runs on a layer above the
TCPIIP stack. It provides a mechanism used to connect to, search, and modify Internet directories. The LDAP
directory service is based on a client-server model.

LDAP Client

All SIPROTEC 5 and SICAM A8000 devices support user authentication via LDAPS, LDAP with STARTTLS, which
is based on IEC 62351-8 (PULL model with LDAP-profile A). After authentication with user credentials via LDAP,
the device downloads the LDAP attribute inetOrgPerson:userCertificate (cf. RFC 2798) which contains DER
encoded X.509 certificates of the user including user roles. The signature of the user certificate is verified

by means of the parameter User root CA. The certificate authority configured for connection establishment
via LDAP is used if the parameter User root CA is not set. This certificate contains the role of a logged-on

user and can be generated and pushed into LDAP by means of, for example, SICAM GridPass. To manage
permission groups between devices, the Area of Responsibility (AoR) configuration of the device can be used
as a distinction. The communication from the device to the LDAP server is TLS encrypted.

IEC 62351-8

1.3

Power systems management and associated information exchange — Data and communications security —
Part 8: Role-based access control, technical specification. Edition 1 has been released in Sept. 2011.

Implementation according to IEC 62351-8 Ed.1 Standard

Siemens has implemented the LDAP protocol according to the IEC 62351-8 Ed.1 standard.

Secure Substation, LDAP, Application Notes
APN-097, Edition 09.2023
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2.1 Installation

2.1 Installation

< Toinstall the Active Directory Lightweight Directory Service (AD LDS) on a Microsoft Windows Server
2022 standard operating system open the dashboard in the control panel.

<~ Select Add Roles and Features Wizard.

You can find the Active Directory Lightweight Directory Service in the area Server roles.
< Select server roles.
a
4 B ¢ Control Parel + &8 Control Pasgl Byma + Progrems and Festuney . &

Conercd Pasal ama

WELCOME TO STRVER MANAGIR
B Local Server
BE A2 Sercens
Bf aDcs
W ADDs

_ _ Frug wermesd hakon you anpisl solen. robe ueevces, or Seabune. Vou debrmine siuch ol role pervices o
E ADLDS - features 1o aiad based on T CompuAng rewds of pous DoparalEiIn, tach i e dodumeeety Of
- DN P B Ak M oo Fastuares Wisied o ®
Sarvie 4

B Fie and Stoarage Sa
ko s

T nras

<Poeven | [ Hear | Carce
) Maragrabifity T Manageabisty T0J Wanagealabiy
Everts Everts Events
<

Serndet Servi

< After the Active Directory Lightweight Directory Service (AD LDS) is installed, execute the Active Directory
Lightweight Directory Service for post installation.

8 Secure Substation, LDAP, Application Notes
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< Run the installation.

The installation is completed.
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A detailed step-by-step description of the installation is shown in the AD LDS description of https://
www.youtube.com/watch?v=UFAib3GFtNKk.

10 Secure Substation, LDAP, Application Notes
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2.2 Configuration and Management

2.2  Configuration and Management

In the Active Directory Lightweight Directory Service (AD LDS), you can see the folder structure of the Active
Directory Users and Computers. Among others, it includes the user and attribute certificates.

Also LDAP certificates successfully exported with SICAM GridPass can be found here.

Example for Assigned Certificates

In the following, you can find an example for the user SKadmin who has been assigned 4 certificates.

<~ Open ADSI via run > Start C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Administrative
Tools\ADSI Edit.

The structure of the Active Directory is displayed.

=
-

File Acton View Help

e af X5 B

3 ADS Eda A || Mame Class Distnguished Hame i
w [ Default namang content [ACAMDOMACAM local]
w DC= ACAM DCslocal There are ne items to show in this view:
~ OU=ACAM Users
QU= Adminetrators
QU= BachupDperstor
OU=Engines
] OUsIEC 62351
QU=lrstalier
Qe Operator
Oll=RRACManager CN=SKademin Propaties ? x
Ol Secusityldmin
Ol SecumityAuddor fetute Edbor | Socurty
QU= SmmanaGrdSecunty Aokt
1 OUsUsers ADCS
OllzUsers CiseoliCS Perbute Vi =
Oz Users T e Parert anok set
Oz bers CPE0SO0 lastLogaf Inever]
Oll=lboers GeidPass “anlogen 42023 114508 AM W Eurooe Daylght
OUslsen NebworkingDevices lsstlogonTimestamp L1003 125226 FM W Europe Dayight
Oli=lhen PAS egecyDochungeDN ot eet>
Ollslisers Powerd nPudatiry T —
Y OlsUsers SCC ocaielD ancd set>
Oz Usess Service-PC “"‘;‘_""" 0
w (] OUslsers 595 Tk il
CH=123123 iogorHeus S
] CH=ADMIN isgoniWedatation i
CH= ENGINEER aad i
CHsINSTALLER eI bt -
| CH=SECADM < »
CH=Kadmn
1 ChizSkeng Ex Fiter
CH=50n
= SKoex E Concel R prive
] CHsSEview
O Sauka
. CHeVIEWER
OU=Users Terminad-PC
Ole Viewer
i b4
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Active Directory Users and Computers
< Only 11D or attribute certificate is shown for the user SKadmin.
12 Secure Substation, LDAP, Application Notes
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2.3 LDAP User Certificates

2.3.1 Use Case and Preconditions

Use Case

2.3 LDAP User Certificates

Type Descnption

User

Usar

Uner

User

Lhser

Vs

User

Uper

User

User

Veer

User
Siadmin Properties 7 b4
Tty Errrnrmen Semworn Rewmte cortrl
Famcte Dushiog Seveds Potie COM. Sertute Bt
Gerwenl  Addem Aocounl  Profle  Telephones  Cegaeaaion

Publisred Canfcates
Lost o WS it e puibiaund Lor W Loy B2l
aed T

ot By irterded Purpose

Emmao

Ak e Bhiwe At e Feser Conry o i

Creating a new user with the role CP8050 admin who can administrate an A8000 SICAM CP-8050 via Web
interface. For authentification LDAP is used. The LDS of a Windows Active Directory is used. The Active
Directory is configured on a Primary Domain Controller (Win Server 2022 21H2). The necessary certificates are

generated by GridPass.
The following steps are necessary:

® 2.3.2Creating an LDAP User in the Active Directory

®  2.3.3Settings in SICAM GridPass

®  2.3.4 Creating an LDAP Server Certificate
®  2.3.5 Generating Client Certificate for the LDAP User CP8050_Admin

®  2.3.6 Exporting Certificates to LDAP Server

Preconditions

®  S|CAM PAS V08.20, CP-8050, CPCI85 V05.VH, SICAM GridPass V2.20 are installed.

®  The CA certificate GridPass CA 2022 exists on the SICAM GridPass server and GridPass CA 2022 is the

operational CA.

Secure Substation, LDAP, Application Notes
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2.3 LDAP User Certificates

2.3.2

14

®  S|CAM CP-8050 and SICAM PAS received certificates from SICAM GridPass via EST.

®  The LDAP server is configured in the active directory of the primary domain controller installed on a

Microsoft Windows server 2022, 21H2 system.

Creating an LDAP User in the Active Directory

< In the General tab enter a user name.

Use a name that complies with the user role, for example CP8050 Admin.

] Active Directory Users and Computers [ACAMDOM.ACAM Jocal] || pame Type
¥ | Saved Queries lC A e
v Fi ACAM local s
w 3 ACAM Users aCPBﬂjU Guest User
» [ Administrotors &, cpaos0_stefan User
.:I-J BackupOperator &, craosoadminLdap User
y @ Enginees &, craosoadminRadius User
v 3] EC 62351 &, siGlobal User
» [21 SIPROTEC HMI USER
v (2] nstaller
y [H Operator
2] RBACManager CPEDS0 Admin Properties ? »
v &l SecurtyAdmin
+ B SecurityAuditor Publshed Cenfficates wu Pasaword Replcation  Dhialin  Obpect
27 SiemensGridSecurity Security Environment Sessioms Remale contral
, B Users ADCS Aemate Deskiop Seraces Profile COMs Beirbute Editor
v B Users CiscollCS Gereral  Address  Accourt  Profle  Telephones  Organization
v (@ Users CMIC
2 Users CPBOSO & CPR0S0 Admin
(21 Users GridPass
v |3 Users NetworkingDevices
y B Users PAS First name:
v 3] Users Power5 PR |
v 21 Users SCC . J
v 3 Users Service-PC Display name: [CPE00 Admn |
3| Users SIP5 .
o B Users Terminal-PC s |

< Inthe Account tab, enter the User logon name.

Secure Substation, LDAP, Application Notes
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CPBOS0 Admin Properties ? x

I | @ACAM Jocal ~|
User logon name ipre-Windows 2000}
[acamon |cP2050 Admin |
logon Moo | | LogOnTo..
[ Unkock accourt
Account oplions:
[0 User must change password at next logon A
[ User cannat change password
[=] Pasrword never sxpres
[ Store password using reversible encrypbian v
Account expres
(®) Newer :
() End of | "n.:s_:!.w . \Jayf 13__:';'_:".‘

[Cox ] camc || dsh | hee

< In the Member of tab, assign the user to the group Admins.

CPEOS0 Admin Properties T x
Secumy Ervvironment Sesmons Remate control
Remate Deskiop Services Profile COM+ Atribute Editor

Genemal Address Account Profile Telephonea  Organtzabon
Member Of  Pagyword Feplication  Diskin  Obiect

Active Drectory Domain Services Folder
ACAM jocalUsers
A AM loeal /AT AN Users/ Admmisirators

ACAM Jocal/Users

Add. || Bemove
Primary group Domain Users

1 There & no need to change Primary group unless
Set Pamary Group | | have Macintosh clents or POSIX-complart
applications

[ ok ]| Caned || doh ety

NOTE

®
l Before assigning the admin role via LDAP certificate, the user must be available in the Active Directory.

Secure Substation, LDAP, Application Notes 15
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2.3.3 Settings in SICAM GridPass

Opening SICAM GridPass — LDAP, you can find the following settings information:

€ - C @ 172.2020.19/%/SICAM%20GridPass/LDAP

172. 17, 18. 113

DC=ACAM, DC=local

GridPassCA_2022

IP address
PDC/AD LDS server IP address

Port

389: for StartTLS communication

Search base

You can find the information to be used from the PDC Active Directory.
Therefore take the value from the generated user CP8050Admin in the Active Directory.

16 Secure Substation, LDAP, Application Notes
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Flde Action View Help

e amo Bz BmiearTEh

2.3 LDAP User Certificates

2 Active Dwectary Users and Computers [ACAMOOMACAMIocal] || pame : Tpe Description
- e B ACAM Users Organizational Unit
; 3] Aasets Organizational Uni
I Ackminictralors - Builtin BudtinDemamn
» @ BackupOperator - Computer Container Default contamer o
@ E | aiﬂumcmrnlcn Organizational Lnat Default contaner fo
. &) IEC 62351 1l __J‘nfngﬁlcmlplh Cowt.l.m Default contames fig
&1 Installer | ACAMUocal Properties 3 [rchutindete
» (&) Operator ner Diefault container fo
2] RBACMsnsger Gererdl  Managed By Object Securly fosbuse Edter Found Default containes fo
2l Secusitybdmin iner Default contamer o
s &l Secuntyfasddor m OuotaContainer Cuots specification
2 SwmensGrdSecunty Mgirkuin Value *1 limer Default locatson for
» &l Usens ADCS cortifccemPigts ot sets ner Builtin syztem setter
3 &1 Users CiscolCS creatanTme LMY 11T AM W Europe Diayight M-InformationObjectst...
y (&l Users CMEC de ACAM iner Default containes fic
2] Users CPBOSO defaultiocalfoloy(ly . ol set>
2 Users GridPass e = ik el
» (&1 Users NetworkingDevices casbtop Profie ot s>
» (@ Users PAS desplary hame: ot mel >
y (2] Users Powers - e
s B Users SCC | detnguashedhase DC=ACAM DC<acal |
» &l Users Service-PC
25 Users SIPS domanFepica <ok mel>
, & Users & .pC d5ASorature :;;f:nr—&ﬂ.m&m-ﬂ.m
vl Viewer L
, 2 WY ,
1 Builtin
- Computers ER Fiter
2] Domain Controllers
7 ForeignSecurityPrincipals
> & baps o ][ coned | (R et
] LostAndFound [
0 Managed Serace Accounts
» [ Program Data
» L System
3 Users
v L NTDS Quotas
1 TPM Deaces

Operational certification authority

As the LDAP server must trust the same Certification Authority (CA) as the SICAM GridPass server, you can
import the SICAM GridPass CA of the SICAM GridPass server to the LDAP server. Or you can export a CA that
already exists on the LDAP server and import it to SICAM GridPass as a CA.

In the following example, the CA GridPassCA_2022 of the SICAM GridPass server was imported to the LDAP
server.
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2.3 LDAP User Certificates

2.3.4

@@ File Action View Favorites Window Help
e am i XD HD

T Conmiton

-

Rhs, - - Issued To
R | ESlAAA Certficate Services
i || Gl ACAM-ACAMDOM-CA

¥ (5 Tusted Root Centfication Athori| () ACAM-MICROSOFTADCS-CA

|| Cl ACAM-MICROSOFTADCS-CA-1
| Sl ACAM-MICROSOFT-CA-CA

WoW W W

) Untrusted Cenificates .
» [ Third-Party Root Certification Aut | g! Class 3 Public Primary Certificat...

| Trusted Peaple || GgJ Class 3 Public Primary Centificat...
1 Chient Authentication lssuers || G5l COMODO RSA Cestification Au...
7] Other Pecple | Gl Copyright (c) 1997 Microsoft C...
] Local MonRemavable Centificates|| [ DigiCert Assured ID Root CA
» [ Centificate Encollment Requests || ] DigiCert Assured 1D Root CA
> [ Smart Card Trusted Roots || Cgl DigiCent Global Root CA
» L@l Centificates (Local Computer) || EaIDigiCent High Assurance EV Ro...
|| gl DigiCert High Assurance EV Ro...
. o) Equifax Secure Certificate Auth...
| ) Globatss

Lol Microsoft Authenticode(tm) Ro...
|| EglMicrosoft ECC Product Root Ce...
|| EglMicrosoft ECC Root Certificate ...
| ElMicrosoft ECC Root Certificate ..
|| Gl Microsoft ECC TS Root Centifica...
|| gl Microsoft EV ECC Root Certifica...
|| Cgl Microseft EV ECC Root Certifica...
|| GalMicrosoft EV RSA Root Centifica...
| ElMicrosoft EV RSA Root Certifica...
|| el Microsoft Root Authority
|| EglMicrosoft Root Centificate Auth...
|| EglMicrosoft Root Cenificate Auth...

| Cal Microsoft Root Centificate Auth...

Creating an LDAP Server Certificate

i Console! - [Consale Root\ Certificates - Current User\ Trusted Root Certification Authonties\ Certificates]

lssued By

AAA Certificate Services
ACAM-ACAMDOM-CA
ACAM-MICROSOFTADCS-CA
ACAM-MICROSOFTADCS-CA-1
ACAM-MICROSOFT-CA-CA
ACAM-ROOT-CA

ACAM-ROOT-CA

ACAM-ROOT-CA
ACAM-SUBRODC-CA

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...
COMODO RSA Centification Auth..
Copynght (€] 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert Assured ID Root CA
DigiCert Global Reot CA

DigiCert High Assurance EV Root ...
DigiCert High Assurance EV Root ...
Equifax Secure Certificate Authonty
GlokalSign

GlobatSign Root CA
GridPagsCA_2022

Micro-Root-CA

Microsoft Authenticode(tm) Root...
Microsoft ECC Product Root Certi.
Micresoft ECC Root Certificate Au..,
Microsoft ECC Root Certificate Au...
Microsoft ECC T5 Root Certificate ...
Microsoft EV ECC Root Certificate...
Micreseft EV ECC Root Certificate...
Microsoft EV RSA Root Certificate ..
Mhcrosoft EV RSA Root Certificate ...
Microsoft Root Autherty
Micresoft Root Censficate Authon...
Microsoft Root Cenificate Authoi...
Microsoft Root Ceriificate Authori...

For generating a request.csr, you need to create a request.inf file.

Expiration Date
/2029
Tr2er2027
32872024
T/30/ 2024
17872004
11/28/2020
1297200
117257201
772004
B/2/2028
17872004
1/19/2038
1273171999
nne/an
1171072031
1111072031
11107201
11107200
Br222018
318/2009
1/28/2028
51/2030
12
17172000
2272043
TH9/2042
Tr2772082
Flrafy. i
Tr2Traaz
THe/aa2
TH9/ 2042
Tr262a2
123172020
ne/2021
6242035
372372036

Intended Purposes
<Al

<All=

<All»

<&l

< All»

<All»

<&ll»

<All=

Secure Email, Client...
Server Authenticati...
Tirme Stamping
<All>

Server Authenticati...
Server Authenticati...
<All»

Server Authenticati...
Secure Email, Serve...

Server Authenticati...
<All»
<all»
Secure Email, Code ...
<All»
<All>
<&l

Friendly *
CoMOC
«Mone>
<Mones
<Mane»
<Mones
«Mone»

<Mone»
<Mones

COMOC
Microso
<MNone:
DigiCen
DigiCen
<Mone>
DigiCert
GeoTrus

<Mones
<MNone»
Microso
<Mones
<Meone>»
«Mone:
«Mones
«<Moner
<MNone»
<MNone»

Micrese
Microsa
Microsa
Micrese

i 0

NOTE

For detailled information about creating a request.inf file, refer to Microsoft Learning platform.

< Change the corresponding entries in the request.inf file under Subject and [Extensions].
In the following example ACAMDOM.ACAM.local is used.

; request.inf

[Version]

Signature="$Windows NT$
[NewRequest]

Subject "CN= ACAMDOM.ACAM.local ;
KeySpec = 1

KeyLength = 1024

; can be 1024,

4096,

8192 or 16384.

; larger key sizes are more secure however

18

replace with FQDN of Domain ControllerC
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Configuration

2.3 LDAP User Certificates

; this has consequences to the performance.

export = TRUE

MachineKeySet = TRUE

SMIME = False

PrivateKeyArchive = FALSE

UserProtected = FALSE

UseExistingKeySet = FALSE

ProviderName = "Microsoft RSA SChannel Cryptographic Provider"
ProviderType = 12

RequestType = PKCS10

KeyUsage = 0xal

[EnhancedKeyUsageExtension]

OID=1.3.6.1.5.5.7.3.1 ; this is for server authentication

2.5.29.17 = "{text}™

_continue = "dns=ACAMDOM.ACAM.local&”
[Extensions]

_continue = "ipaddress=172.17.18.113&"

< Generate the request file by executing the following command in an administrator command console:
certreq -new request.inf request.req

< Copy the request.req file to the SICAM GridPass system and sign the request in Certificates > Import
certificate signing request.

< Select Certificate Signing Request.

< Select All files to see the request.req file.

<  Click Select CA for new certificate and Validity (days).

< In the following dialog, you find the Subject alternate name you edited in the request.inf file.
You can leave the CRL distribution point blank.

< After confirming the dialog, a request.pem file is generated and can be downloaded.

< Copy this request.pem file to the LDAP server, rename it to request.cer and execute the following

command in LDAP server > Administrator cmd console: Certreq -accept request.cer

The certificate is displayed in Certificates (local computer) > Personal > Certificates.

Secure Substation, LDAP, Application Notes 19
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2.3 LDAP User Certificates

& Conscle! - [Conscle Root\ Cestificates (Local C P M Certiic ates]
& File Action View Favortes  Window  Help
o nmez|Bm

e e

Tt <&ll> «Mone>
2/25/2024 Server Authenticati.  <Mone>
20200 Chient Authenticati_.  «MNone»
272021 Directory Serice £ <Mone>
22072021 Client Authenticati.. <Mone»
4752004 Server Authenticati..  <Mone»
LT2004 Certificate Request ..  <Monex
S22004 Certificate Request ...  <Mone»
22004 Certificate Request ..  <Monex
2IT2004 Certificate Request ..  <Mones

WA W M W W W W o w

2} Local NonRemcvable Certdiates|
3 [ Remcte Desitop

» [0 Centificate Enrollment Requests.
» [0 Semart Card Tusted Roots

» [ Trusted Packaged App Installation:
3 [ Trusted Devices

» dwﬁ!'bﬂh’

3 [ Windows Live ID Token hisuer

3 [0 WindowsServeriipdateSenices

Figure 2-1 Certificate in Certificate Store

<> Restart the domain controller (LDAP server).

2.3.5 Generating Client Certificate for the LDAP User CP8050_Admin

< Open SICAM GridPass > Certificates > Add certificate.

< Select TLS client in Select certificate profile.

< Define the certificate settings.

20 Secure Substation, LDAP, Application Notes
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2.3 LDAP User Certificates

w DE (Germany)

< Assign Roles and Area of responsibility.

NOTE
® Do not use Guest as the role.

® The area of responsibility must fit with the AoR configured in the Toolbox/SICAM Device Manager for
SICAM CP-8050 (*.ACAM.local).

< Define the validity.
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2.3 LDAP User Certificates

< Select Automatic in the list box. so that the CRL distirbution point is written automatically to the created
certificate with all SICAM GridPass system IP addresses and host names.

< Enter the key type and key parameter according to your encryption requirements, for example RSA and
4096.

22 Secure Substation, LDAP, Application Notes
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2.3 LDAP User Certificates

2.3.6

<&
<>

Exporting Certificates to LDAP Server

In SICAM GridPass, select Certificates.

In the certificates list, select client certificate, you generated in 2.3.5 Generating Client Certificate for
the LDAP User CP8050_Admin.

D 2023-04-18 051447 05080514 (G | DU=SIEMENS SN=SICAM PAS CH=IEC 81850 Clond_inferlace secura_TSLAT_ mo@n&mmw'
[0 mesoss050231 | 202305080502 (@ | OU-SIEMENS, SH=SICAM PAS, CHSIEC 01850 Chond_iniariace_CPB0S0_TLS | G=DE.G=51 DG, OUSEA, ST=Bavaria, L=Nver
[] 2023041804 3658 m“,..r_mmangmﬂm aco_CPBOSD | C=DE.0=SI DG, DU=EA. ST=Bavaria, L=Nuo
20230418 0200.00 2025060101505 | C=DE 0=51 DG, GU=EA ST=Bavana, L=Nuernbarg, CN=CPE050_Admin C=DE, O=51 DG, OUSEA, ST=Bavara,

[0  zezoe18003017 202305000030 (g} | senaiumbor=BMDODDZM5S, SN=SIPROTECS TSLAT, CN=TSLET Pore 8021x | C=DE, 0=51DG, OUSEA, ST=Bavaria, LNuor
[ 2230418003913 MWFIOE080030. (G | seciaiNumber=BMDDODIZI58, SN=SIPROTECS TSLET. CN=TSLET PorUSB DI | C=DE. 0=51 DG, OUEA ST=Bavaria, L=Nuer
< Select Export.

<~ Select Directory service (LDAP).

Secure Substation, LDAP, Application Notes
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2.3 LDAP User Certificates

<~ Enter the name of the LDAP server administrator in the text box LDAP User.

< Enter the password.

< Select OK.

The certificate is exported from SICAM GridPass.
Now you can find the published certificate in AD LDS for the user CP8050_Admin.
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2.4

—
-

File Action View Help
o nmXEc B
& ADSI Edit

v [ DC=ACAM DC=local
w L QU=ACAM Users
1 QU= Administraton
1 OU=BackupOperator
1 QU=Engnesr
| OU=IEC 82351
| QU=ingtaller
| OU=Operator
| OU=RBACMznager
3 OUszSecurityAdmin
| QU=Secuntyluditor
1 OU=SiemensGridSecunity
1 OU=zUsers ADCS
1 OUslsers CiscollCS
| OUzlUisers Ch
w ] O jagis CRROSD
:

P

1 CN=CPE050_Stefan
1 CH=CP3050AdminLdap
1 CH=CPE0S0AdminRadius
1 CH=SKGlobal
| OU=Uners GridPass
1 OU=Users MetworiongDevices
] OU=Users PAS
OU=Users Powerd
1 OU=Users 5CC
1 QU=UUsers Service-PC
| OU=Users 5IP5
| OU=Users Terminal-PC
1 OUzViewer
1 OUnAstets
1 CNzBuiltsn
. CNuComputers
1 QU= Deman Contiollers

. CH=FeregnSecuntyPrincpals

R g TR

Figure 2-2

v [ Default naming context [ACAMDOM.ACAMIocal]

MName Class

CHz CPB0S) Admin Properties

Aorbute Edior  Secusty

Aerknies
Artite Walue
urscodePand ek et >

uniniome [irectony ol el
s Uaer P asmwrcrd ol et

2.4 Configuring SICAM CP-8050 for LDAP Authentication in SICAM Toolbox/Device Manager

Distinguished Name

There are no iterms to show in this view.

" it >
userAccourtControl O 10200 = [ NORMAL_ACCOUNT | DONT |

userCat it e
] \ T i

T

usarPaspword ik pet>

user PRS2 ek pet>

userPrncpaiName CPE050 Admn@ACAM lecal

user ShanedFolder et set>
e SharedFolderTiher  cnict set>

user SMIMECartficate  omot et
<

B

=

ID User Certificate in AD LDS

Configuring SICAM CP-8050 for LDAP Authentication in
SICAM Toolbox/Device Manager

To prepare a SICAM CP-8050 device for LDAP authentication, parameters must be configured in:
Toolbox > OPM > System Technique > M:CP-8050/CPCI85 > System Settings > Security.

Secure Substation, LDAP, Application Notes
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2.4 Configuring SICAM CP-8050 for LDAP Authentication in SICAM Toolbox/Device Manager

A CEME Opectcoenbed precess dota manages

grotem [t Wew Jooh Tagetsptems Ep Wgkdiow Window L
FAYVYFEOIG FAW EAS R P D D &R EaDEE 0

|5 o Seastyieda NBG
i

5 o A0 P 1)
B SCIAMPAS 1DV
= PRSI T
= M CPa0sOCRCES
% ff MPREQ APDOSVETH
& F MPAE | APDSEVETIS
& MPRE 2 APISSIETH
# o MPRE } APSRVETES
= F MPAE & AP DNPRT
i MPRE 5 APEFRONFLD
kAt T

<  Set the following parameters in Role-Based Access Control:

®  Authentication service:
LDAP with STARTTLS: port 389 in firewall
LDAPS: port 636 in firewall for secure communication

®  Fallback: yes

®  Userroot CA: not used

®  Area of responsibility: domain of the user login.

LDAP - Search String

26

< Take the LDAP search string from the LDAP server, active directory, user properties > distinguished-

Mot

|

OlieLisar CPEISE OUI=ACAM Lisar IC-ACAN, [C el

Name. It describes where the user will be found in the active directory structure.
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2.4 Configuring SICAM CP-8050 for LDAP Authentication in SICAM Toolbox/Device Manager

3 2ctoee Dirwctory Users and Camputers
e AR /0IXEcE BEminaTah
T Active Dinectory Users and Computers [ACAMDOMACAM Jocal] || pame
i i &, CP2030 Admin

]
%
FIT feY

il
A
i;iig
]

ﬁg%

i

i*%’

wow o e w

BEEEEEEER

i

Waeri
Users
Users
Users SCC
Lhen
Users
(L2

.,{i

i
|

E%‘

Serace Avcourts
Data

{

oW A W

EEEGELOEE

~

HiE

i

< Copy the string and paste it to the search string.

4 CFME Object-eesenbed precess dala manage

PAVHREOG FA D BAC 2D E 3 awWEa D800

i
%

i
i

i
1t
!!

TEERRET PO

i
| Ei

»--;':E"
it
i

i
¥
5

ram

¥
1]
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2.4 Configuring SICAM CP-8050 for LDAP Authentication in SICAM Toolbox/Device Manager

LDAP - Toolbox LDAP Configuration

< In LDAP > Serverconfiguration, determine the container (for example Certificate Authority 1) into
which you want to load the CA certificate in the Web interface of the SICAM CP-8050 (see also
Figure 2-4).

————

& System technique

= e Secutytestanl HBG D8 intedace Server P address  Cotifcale authorty
Create new Automaion Uit 0 LANT o RE-XEATR1E] Certfrcate Authorty]
=g ABDDD Reg 1) 1 ot used j et used
= W SCIAM PAS(1.0Y
S W PKI_BOSO(Y)
= [ M-CP-BOS0CPCIES
&  MPRE D APOSS9ETH
= 4 MPRE 1 APOSSVETIS
& 4 MPREZ APOS9ETH
@ 4 MPRE 3 AP-O5S9ETIS
£ 4 MPRE 4 APOSTIONPET
B MPRE 5 AP-DSSVDNPEZ
W O-Ba
Topology
= iy System pettngs
& b Devce settngs
# @ Time management
& b Hardware configuration
iy Network settings
@ iy Senal intedtaces
= i Secuty
H 50-Cord Mode
§ SVGFie mepon
H Debug Suppon
B 1P Secutty enabled
B Frewall (Whieln)
=} & Fols Based Access Control
H Auhentication senice
H Falback
B UsermatCA
H Area of responabity (SOF]
= oy LDAP

Lele

LDAP Configuration — SICAM Device Manager

< If you use SICAM Device Manager instead of Toolbox, do the configuration for LDAP authentication in
Security > Role Base Access Control (RBAC).

B SCaM Do Mansge - ACALL EM
0006

ACAR_ DA

Remote security logong 4« Rol based sccess control
Authenticabion serice  LEAP wath STARTTLS -
Prubic Koy Infrastructurs (PRI}
Falback .~ yes w
Drvice sottings i Asma of responsibily (AOR)  ACAM local
BOZ Tx mulhanbicalon Usar root CA, mof e -

Seacch siing  OU=Usars CPBOS), OU=ACAM Users, DC

172 17 18 113 | Cendicate Authonty 1 T2 01
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2.4 Configuring SICAM CP-8050 for LDAP Authentication in SICAM Toolbox/Device Manager

The certificate Certificate Authority1 in the LDAP server configuration is the CA certificate (GridPassCA_2022)
which was imported to the LDAP server before.

& Q B 172.20.20.19/%/SICAM2 0GridPass/ Ce

catonauthontes

- ﬁ o Certification authorties
l p  Attribute_Authority_lI

}  Attribute_Authority
P SubCA_2022

GridPassCA_2022

Valid from:  2022-05-03 02:00:00
Vald to 2030-05-01 02:00:00
DN C=DE, O=5I DG, OU=EA, ST=Bavana, L=Nuermberg CN=GndPassCA_2022

Figure 2-3 CA Certificate in SICAM GridPass

This certificate must be imported via the Web interface of the SICAM CP-8050.

Name Ceriificate Authority 1 "W

‘Select certificate for upload. (* pem)

Select a file

GridPassCA_2022 pem

Figure 2-4 Upload Certificate

Generating the Firewall in the Toolbox

Depending on the setting in Authentication service, different ports are used.
< Open the corresponding ports in the firewall of the SICAM CP-8050:

< Select Toolbox > M:CP-8050/CPCI85.
< Right-click Generate Firewall.
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2.4 Configuring SICAM CP-8050 for LDAP Authentication in SICAM Toolbox/Device Manager

& OPM Il Object-oriented process data manager

System [Edit View Tools Target systems Extras Workflow Window Help

PAVHEOG A D BAL OB E I dwWEA T

The open LDAP ports are shown:

R OPM Il Obgect-onented process data manager

ey R Sy Tool Tegel petet st

Wigridiow

HE
33

1
{1

!

nEHEEA POEYYES

iacesaii
i il

® @ W
g3
T

|

& e Data fow fiber

;
f
i
i

TREETFIITRY

Mifindow

FAVEEOG FAD BILHARIE I JHHWER NISE 6

I Ieljeieicicic(cieicis]
| e =% = 5 E
| = &

E @ Scomyiestanl NBG H_
= g ABDOO (Reg 1) . :
[ &R SCIAM PAS (1.0) ([} jAresenens
= &l PKI_BD50 (1.1) 2 |ap-ose9ETH
=T fla” apossaems
R AP-0553/DNPII
" AP-0533/DNPIZ
& & 10Bus
= * Topclogy
R
B System settings
= Data flow fiter
@ BSE common seftings
R RTU comman settrgs
E Communication
®
]
"
B

Help

P5EEs

<{-  Save and transmit data to the SICAM CP-8050.

Generating the Firewall in the SICAM Device Manager

30

Unlike to the Toolbox, in the SICAM Device Manager the firewall is generated automatically during the
configuration of the parameters.

< The following dialog shows the open LDAP ports:
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2.4 Configuring SICAM CP-8050 for LDAP Authentication in SICAM Toolbox/Device Manager

I BCAM Dirvice Manager - ACAM M

0606

ACAM_DM W50 ACAM

D Firewat

w UDPITCP Generated firewall entries depending on settings

NI 0 9 OO

| Singular CP-X2 |17220.1021 443 HTTPS sarver mncoming TeP | Service
|$llﬂ|;!l CPJQ 17220102 123--NIP:'SNIF= chent both directions Tuoe | Sprvice
,smuucp.xz :'220101 1_9{1%7‘@:603?0-5.104 IECA2351.3 ewrur-;a = )] -?anr.nl
| Singutar CP.X2 ja 20 ! i joae I bt ) oo T
| Singutar CP-X3 172201072 3782 | IECB1850 TLS oulpomg | Protocol
| Singuar CP-X2 1172201028 | 20000 DNP3 TCPP Chont [Fcoming [TGe | Protocol
oo p oz | s eossons [Fesiana 1o [P
ua:.HT[PS sarver | thlJ!'I.I.I'H'.I | TCP i Lthnm:
443 HTTPS sarver TICCHTINgG | TCR | Sarace
—l:l-a_HTTPS Sarver _ﬂz'l_'ll'lll‘ﬂj ~|1ce | Sarnice
 SioquarCPX2 172201028 | 443 HTTPS sarver [mcomng  [1cP. | Swtvice
| Singutar CP-x2 (172202011 | 80| Cenifcale revocabon [outgaing [TeP [Sevieo
[smuarcPoz (172202011 | &0 8085 | Remote cortiicate server [cutgomg TP
| Singuiar cPx2. (172201021 | 389 LDAP with STARTILS | outgoang iTce
|sln_wcpu 172200021 | IS12iRD¢uﬁlﬂ'EDE . :ftﬂl}ﬂﬂ'l _il_l!;_'l‘ _ oo

Logon to CP-8050 Web User Interface with the LDAP User CP8050Admin
< Tolog on use the fully qualified user account for example CP8050Admin@ACAM.local.
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: Active Directory Users and Computers

File Action View Help

s a0/ XTas Hm I uRTER

I Active Directory Users and Computers [ACAMDOM.ACAM.Iocal] || pame

» | Saved Queries
v 5 ACAM Jocal
w (3] ACAM Users
» @] Administrators
» @ BackupOperator
» [E] Engineer
s @ IEC 62351
5 2] Installer
» |@] Operator
[2] RBACManager
» & SecurityAdmin
» & SecurityAuditor
2] SiemensGrdSecurity
» (@] Users ADCS
» [E] Users CiscollCS
» [@ Users CMIC
2] Users CPBO50
2] Users GridPass
» |31 Users NetworkingDevices
¥ ,aj Users PAS
» [E] Users Powers
3 (3] Users SCC
» 2] Users Service-PC
[&] Users SIPS
5 [E] Users Terminal-PC
» [E Viewer
» [ Assets
» [ Builtin
] Computers
&) Domain Controllers
3 | ForeignSecurtyPrincipals
> B Keys
» [ LostAndFound
» [ Managed Service Accounts
3 ,j Program Data

>._"_J!y|1.em

Type
&, cPe0s0 Admin User |
8, cpe0s0 Guest User
CP2050 Admin Properties ? ®

Published Certificates  Member Of  Password Replication  Dialn  Object

[ Unleck account

Account options:

[ User must change password at next logon
[l User cannst change password

] Passwond never expires

[ Store passwerd using reversble encryption
Account expires

(®) Mever

OEddl

[ Fidsy . May 13,2023

&

NOTE

The fallback logon (for example Administrator) does only work in case the network connection between
the SICAM CP-8050 and the LDAP server is disabled/interrupted.

32
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2.5 Creating LDAP Attribute Certificates for SICAM A8000, CP-8050

Preconditions
e  SICAM CP-8050, SICAM CPCI85 V05, SICAM GridPass V2.20, AD LDS are installed

®  AD LDS (Active Directory Lightweight Directory Service) server is configured in the active directory of the
primary domain controller installed on a Microsoft Windows server 2022, 21H2 system

®  User CP8050Admin is created in the active directory/LDAP server (see also 2.3.2 Creating an LDAP User in
the Active Directory)
Use Case

The user CP8050Admin has the role DataEngineer. The user can configure a SICAM A8000 device via

the Web interface. Because an OPERATOR colleague of the CP8050Admin user is out of office for a while,
CP8050Admin user must deal with the OPERATOR tasks. So, an attribute certificate with the role OPERATOR
is generated in SICAM GridPass and exported to the CP8050Admin user. The attribute certificate has a short
validity, only for the time the OPERATOR colleague is out of office.

Creating an Attribute Authority
< Open SICAM GridPass > Certificates > Add certificate.
< Select Attribute authority.

@ s 2 fimeven o SRR 4 o 5 R

responsiilty

< Define the certificate settings.
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2.5 Creating LDAP Attribute Certificates for SICAM A8000, CP-8050

C AT2ITE N3

REFATRLRIE]

< Define the validity.

< Create the CRL distribution point.
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2.5 Creating LDAP Attribute Certificates for SICAM A8000, CP-8050

< Enter the key type and key parameter.

| | jiedodicle 5 Defecetise 3 o 4  Osewdy 5

An attribute authority is created.
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< &

o

n o Certification authorities
} Attribute_Authority_Ii

) Attribute_Authority
p SubCA_2022

GridPassCA_2022

8 172.20.20.19/#/SICAM%20GridPass/Certificationauthorities

Creating the Attribute Certificate for the LDAP User CP8050_Admin with the Role OPERATOR

< Open SICAM GridPass > Certificates > Add certificate.

<{  Select Attribute certificate.

< In Define certificate settings, select either the ID certificate of the user CP5050_Admin for Entity
certificate or enter the user name CP8050_Admin for Entity name.

Create certificate

1 Select certificate
profile

Issuer
Issuer certificate
Holder
i
Entity certificate
Entity name

Assign roles and

area of 4 Define validity E’:"m“; MCBF:L w
responsibility it
Altribute_Authorty -w

CP8050_Admin

< In Assign roles and areas of responsibility, select the role OPERATOR and fill in the area of responsi-

bility ACAM.local.
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< Define the validity.

The attribute certificate is created.

Exporting Attribute to LDAP

< Inthe Certificates check the attribute certificate and click Export certificates.
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| Export cortiicates

() DER tie DX 50t binary)
() PEM file (X 500 text)
(®) Direciory service (LDAP)

< To execute the export, enter the credentials of the AD LDS Administrator user.

LDAP Logon
i LOAP Logon Data

LDAP User acamadmin

LOAP Password CeerTreTTy q) ‘

The exported attribute and ID certificates are visible in AD LDS (ADSI Edit).
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—
-
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OU=IEC 62351 Jesbxte Vaoe a
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QU= Operater unicodePwd o pet>
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QU= Security Aderin s UnerP ppgwoed ot pets
Oz Securitylusditor wl ol wel>
0= SeemensGridSecunty userfecountContrel O 10200 = { NORMAL_ACCOUNT | DONT_|
! QU= Users ADCS waerler ek sk >
OUs Users CiscoUCS umerletficate SOSR0R D0 S 0T BRI
Parae .
. gﬂ:t:::f::fm ooy | Multivahued Octet Sring Edtor x
CM=CPB050 Admin warPROS12 o Cond
CN=CPBISD Guest uneePincipeliions
CN=CPE0S0_Admin umerShaedFolder | gy
CN=CPE0S)_Stefan " (| 2022 07 00 30 2201 B 0RO T DT A ZT AT Add
CH=CPR)S0AdminLdap 1 O71 ;
M2 CPE0S0AdminRadeus Ec [
CH=50Gkobal
Oz Users GridPass E -“
QU= Users NetworkingDevices
Olt=Users PAS
Oz Users Powers
QU= Ussers SCC
OU=Users Service-PC
QU= Users SP5
QU= Users Termanal-PC
Oz Viewer
OU=dssets < >
CN=Builtn
| CNaComputers o Cancel
QUi=Domain Controliers
CH=ForegnSecurtyPrincipals ~

After logon and authentification via LDAP the roles that were assigned with the attribute certificates are
available.

s O & 2ozt = % B
SIEMENS
PHI_BOSO / SICAM ABDOD CP-B050

CIFEra Adrmegecam

Diagnosis Certificalas

Resourca Monitor

al numbers

2.6  Creating LDAP User Certificates for SIPROTEC 5, DIGSI 5

Preconditions
®  DIGSI 5V09.40, SIPROTEC 5 V09.40, SICAM GridPass V2.20 are installed

®  AD LDS (Active Directory Lightweight Directory Service) server is configured in the active directory of the
primary domain controller (domain="ACAM.local”) installed on a Microsoft Windows Server 2022 system
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® Thereis a user defined in the active directory, for example SKadmin

® An LDAP server is configured in SICAM GridPass.

Use Case

Different DIGSI 5 users with different roles/access rights are managed by an active directory of a Microsoft
Windows server 2022 operating system which is also an LDAP server. According to the specific role, for
example Administrator, Security Admin, Operator, the users are allowed to do, for example, configuration
changes, security-relevant tasks or only supervisory operations. The relevant certificates are generated with
SICAM GridPass.

Generating a Client Certificate for the LDAP User SKadmin with the Role Administrator
<~ Open SICAM GridPass > Certificates > Add certificate and select TLS client.

< Define the certificate settings.
Ensure to enter the user name used in the active directory in the text box Common name.
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NOTE

The Common name must be identical with the user name in the Active Directory.

< Assign roles and the area of responsibility.

NOTE

In case the user is a WebUI user, AoR must be “*: Remote”.
In case the user is a HMI user (login at device directly), AoR must be “*: Local”.

< Define the validity.
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1
April 2023 May 2030
1 2(s]|a]s
s|a|s|e|[2]8]s 6|7|ea|9|w|n|n
0 11213 14 1516 B 56 T 1819
17 | 18 BN 2|3 u| 5|6
il el e [ [

<~ Define the CRL and distribution point.

< Enter Key type and key parameter according to the encryption requirements, for example RSA and
4096.
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Exporting LDAP ID Certificates to the LDAP Server

< In Certificates, select the certificate you want to export.

€ 3 0§ TR0 AN DGR L et

f
LD =) ]
[
[ | mes0e20020000 20300502 01 5059 CPB0SO_Agemin CsDE, On51 DG, OUSEA, STaBavana, LeNuambarg, CHsAI
[] 2220420020000 |20230521015050 CPB050_Admin C=DE, 0=5I DG, OU=EA. ST=Bavana, L=Nusmberg, CN=A!

<~ Activate Directory service (LDAP) and click OK.

<~ To execute the export, enter the credetials of the AD LDS Administrator user.
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You can find the published certificate in the properties of AD LDS for the user SKadmin.

?. e
File Achon View Help
e AmXEas Bm

Configuring DIGSI 5 for LDAP Authentication

ADS Edet Chass Dratinguahed Hame
- ‘Mg context [ACAMDOMACAM local]
w [ DC=ACAM D =local Thisre e Ao #6imd b0 shew in thit view,
s [ OAb=ACAM Users
2] Ou=Ad ; CH= Hopderins Pripertoes 1 *
 OUzBackupOperstor
[ OU=Enginer Jetute Bt Secuty
» [ OU=IEC 82351 Artnden
& o — -
Sl Aot ke -
. e ank ek >
2 OU=REACManager
Securmyidman e el wel>
i&;s " adhiamter anot st s
= Ol S [ ] et set>
=] SaemensGndSecunty
wnixiieme Diese tory ool >
_"ﬁ_DUIM‘DE‘S e F e anck met >
2 OUsUsers CiscoliCS e i
1 DUsUsers ChiC umerfccoureCortml DR300 » { NOIRMAL_ACCOUNT | DOMT_I
5 [ DUalsers PRS0
) OUsLisers Gz Lm RPN D O EC MM AR OT [
] O Users NetworkingDevices =TT Eidu
3 OUaUsers PAS userPaswword et ety B
[ OlleUsers Powerd merPRES1D ot
2 OUsUsers SCC - shomst  SKadmi@ACAM ooyl >
O OU=Users Service-PC = »
w [ OUszUsens SP3 R
& o1z =] P |
[0k [ coew rew

< Import the CA certificate (in this example: GridPassCA_2022) to the DIGSI 5 CA store.
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Project thee

. i- A5 tet indrrmatan
B Credzedibrerzes F11

“ Bl pojecyiean
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B \mpent propeet pess

Extermal spplicstong "

< Open SICAM GridPass > Certificates > Add certificate and select TLS client to generate the DIGSI client
certificate.

< Define the certificate settings.
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< Assign roles and the area of responsibility.

< Define the validity.
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<~ Define the CRL and distribution point.

< Enter the key type and key parameter.
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< Export this certificate as a P12 file.

< Import this certificate to a DIGSI 5 system under Certificates — Current User > Personal > Certificates.
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-i Consolel - [Censole Root\Certificates - Current User\Personal Certificates]
@& File Action View Favorites Window Help
ol AN O = Hm
] Console Roct
» [ Certificates (Local Computer)
~ [V Certificates - Current User
+ 3 ?FwMI € k5 Certificate Import Wizard
| Certificates
3 [ Trusted Roet Centification Autherities
» [l Enterprise Trust
5 L Intermediste Certification Autharities File to Import
» [ Active Directory User Object Spedfy the file you want to import.
| Trusted Publishers
| Untrusted Certificates
~| Third-Party Reot Certification Autharities Fiename:
3 [ Trusted Pecple [o:mEPDIGSLo12 | [orowee-.. |
v 0 Client Authentication lssuers
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» [ Certificate Enrcliment Reguests
Personal Infoemation E - PEICS #12 (.PFX,.P
+ [] Smart Card Trusted Roots xchange 2(PRG.PLY

Issued By Expiration Date  Intended Purp
w Authen

Cryptographic Message Syntax Standard- PKCS 27 Certificates (P78)
Microsoft Seriakzed Certificate Stare (.55T)
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-
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NOTE

i 0

You must import the client certificate to each user certificate store, or you import the certificate to the
certificate store of the local computer.

<~ You can remove the root CA certificate (in the example: GridPassCA_2022).

&
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The following settings must be done in DIGSI 5 for the LDAP configuration:

< Open DIGSI 5 project > Device (for example 7SL87) > Safety and security > Operations safety and
access
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50

Pr

oject tree

Devices

E]

<>

<&

|1 Digsi V09.50_Attr_Cert V18
T single-ine configuration
B Add new device
h Devices and networks
~ [ 7sie7
[ Device informatien
[Z Hardware and protocols
B# Measuring-paints routing
O R R
3 Information reuting
T communication mapping
» g settings
» ligj Charts.
» _fyDisplay pages
~ _g safetyand security

% securityevent logging
2% Network access security
2% Automatic certificate management
T leC 61850 structure
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» f Process data
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~ [ 7vess
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[Z Hardware and protocols
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4 Information routing
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» 77 Power system
» 42 Recording
» &) Circuit breaker 1
» ligj charts.
» _fyDisplaypages
~ _j safetyand security
¥ Operations safetvand access control

B Digsi v09.50_Attr_Cert V18 » 75187 » Safety and security » Operations safety and access control

;A Select operations safety and access control features

Login attempts

User cache

Enter all settings for the Network access security.

| W A0 Aty et 8 AT 0 e TSI e ———

In case you want to use the auto enrollment with EST, configure DIGSI 5 project > Device (for example
75L87) > Safety and security > Automatic certificate management.
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2.7

Creating LDAP Attribute Certificates for SIPROTEC 5 and DIGSI 5

Use Case

Attribute certificates are used to give users additional roles for a limited period. For example, a user SECADM
with the role Security Administrator should substitute for a user with the role OPERATOR. You create an
attribute certificate with the role OPERATOR with the validity time of the substitution and add it to the user
SECADM. After the validity time, the user SECADM looses the OPERATOR role automatically.

i 0

NOTE

In case you want to add one or more roles to a user (as described above), you must create an attribute
certificate for each role (for example, Security Administrator and Operator). It is not possible to mix roles
of IDs and attribute certificates.

Generating Attribute Certificates

52

< Create an attribute authority (required for generating attribute certificates).

Carlificates Cartification aulhorities

21110005 roms:

Configuration

Automated enroliment Signing senser

User management

RADILS LDAP Local users
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C=DE, 0=5106G, 0

[J | 0230111100000 | 20250228 100000 | ADMIN

[ | 2022-11-30 10.00.00 202512-31 100000 | C=DE, O=SI DG, OU=EA, ST=Bavaria, L=Nuemberg, CN=ADMIN | C=DE, 0=51DG, G
D 2022-12-07 10:00.00 2024-12-31 10:00:00 C=DE, 0=5I DG, OU=EA, ST=Bavaria, L=Nuemberg, CN=CP80... | C=DE, 0=51DG, 0
[] | 2022-1122100000 | 2024.022901:0000 | C=DE, O=S1 DG, OU=EA, ST=Bavaria, L=Nuernberg, CN=CP80... | C=DE, 0=510G, 0
[] | 0221120010000 | 2031206005958 | C=DE O=SI DG, OU=EA, ST=Bavania, L=Nuerberg, CN=CP80... | C=DE, 0=SIDG, 0
[ | 2022-11-28 01:0000 2025-01.01 005950 | C=DE, 0=SI DG, OU=EA, ST=Bavaria, L=Nuemberg, CN=CP0.. | G=DE, 0=51DG, 0

<>

Select Attribute authority in Select certificate profile.

< Define the certificate settings.
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wr  DE (Germany)

< Define the validity.

< Define the CRL and distribution point.
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< Enter the key type and key parameter.

The attribute authority is created.

‘Valid o 2030-05-01 02 00:00
DN G=DE 0=5IDG, OU=EA, ST=Bavaria, L-Nusmberg, CN=Atirbute_Authorty

Exporting the Attribute Authority and Installing in DIGSI 5
< Export the attribute authority from SICAM GridPass as a *.DER file.
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i @ Q ©

Vakd from 2022-05-03 0200 00

WVabdio:n  2030-05-01 020000
DN C=0E. D=5 DG, OU=EA, ST: L 5. CH iy
Issumr C=0E, 0=510G, OU=EA ST=Bavaria, L=Muarnberg, CN=GndPassCA_20E3

< Copy the exported *.DER file to the DIGSI 5 system, double-click and install the AA certificate.

Importing the Certificate

< In the installation wizard, select Current user.
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&= Cortificate import Wicard
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Activate Place all certificates in the following store and select Trusted Root Certification Authorities.

x
€ £* Centificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(@) Place al certificates in the following store

Certificate store:
| Trusted Root Certfication Authoribies

| | Concel

< Confirm with Yes.
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Configuring Attribute Authority in DIGSI 5
< Open DIGSI 5 > Tools > Manage certificate authorities (CA) > Windows System CA store.
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< Open Safety and security > Operation safety and access control > LDAP authentication.
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Configuration

2.7 Creating LDAP Attribute Certificates for SIPROTEC 5 and DIGSI 5

< Select the imported AA in User intermediate CA/AA.

]
- Elilmltimm-.l

Generating Attribute Certificates in SICAM GridPass

NOTE

Generate 2 attribute certificates in SICAM GridPass:
®  Security Administrator (default)
®  OPERATOR (substitute)

< Select Attribute certificate under Select certificate profile and create a new attribute certificate.
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Configuration
2.7 Creating LDAP Attribute Certificates for SIPROTEC 5 and DIGSI 5

< Under Define certificate settings, select the already created attribute authority and enter the entity
name of the user SECADM.

Entity cortificate  CN' Steka SN 15378BIBESESF37511DEEB40FF2.

< Under Assign roles and area of responsibility, select the role SECADM and fill in the Area of responsi-
bility.
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Configuration
2.7 Creating LDAP Attribute Certificates for SIPROTEC 5 and DIGSI 5

NOTE

Use *:Local for login at the device (local users).
Use *:Remote if you are a Web Ul user.

< Define the validity.

< Export the attribute certificate as LDAP.
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Configuration
2.7 Creating LDAP Attribute Certificates for SIPROTEC 5 and DIGSI 5

 Export certificates

(O DER file (X 509 binary)
() PEM file (X 509 text)

(@) Directory service (LDAP) |

< Log on to LDAP with the LDAP/domain admin user.

LDAP Logon

1 LDAP Logon Data

LDAP User acamadmin

LOAP Password CeerTreTTy q) ‘

You can find the attribute certificate in the tool AD LDS (ADSI Edit).
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Configuration

2.7 Creating LDAP Attribute Certificates for SIPROTEC 5 and DIGSI 5
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Repeat the procedure also for the substitute role, for example OPERATOR.
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3 Logon of an LDAP User

3.1 Example for Logon Procedure
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Logon of an LDAP User

3.1 Example for Logon Procedure

3.1

66

Example for Logon Procedure

The following example shows how LDAP works with attribute certificates.

Preconditions

The user SKsec (remote user) has the roles Security Administrator and OPERATOR assigned with attribute

certificates.
< Log on to the DIGSI 5 system with the user SKsec.

<> Start DIGSI 5.

In DIGSI 5, you can see the role Security Administrator as a blue user icon.
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» [ Langueges B resources
* [y Online access

< Load the security settings to the device by selecting the device with a right mouse click.
It is not necessary to change any security values before.

The logon dialog for the SIPROTEC 5 device to the LDAP server is displayed.

< Enter the credentials of your user account, for example SKsec.
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3.1 Example for Logon Procedure

G seeprogect & N P e X Ry Es o 5N

X sksm

* ] Dl VG99 40_Acr_Cen
= @ a7
By Do mbaimaben
EF tastvase and prosscoh
b i Semngs
b oo Galegy and pecunty
1F Aczet miormasos
¥ i Languiges & reicurces
¥ g Oniene seeess

T7) B ety ey G R

Miks FTAGESLY #cesunt

<

by A ran v o

If the logon is successful, you can see a red user icon with all roles assigned via the attribute certificates.
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