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1.1 Summary

This Application Note contains the description of a possible solution for establishing the GOOSE
communication between protection devices SIPROTEC 4 and 5. GOOSE stands for Generic Object Oriented
Substation Events, a protocol defined in the IEC 61850 standard. It is used for device-to-device(s)
communication instead of hardwired connections. IEC 61850 is the communication and protection protocol
based on TCP/IP used in the substation automation.

1.2 Application Introduction

SIPROTEC 4 and 5 devices should exchange information and indicate the sending and receiving with LED
indication. If the information is initiated by V4 device then LED 4 should light otherwise LED5.

The task can be divided in four parts:
Configuration of a SIPROTEC 5 device for GOOSE communication and export
Configuration of a SIPROTEC 4 device for GOOSE communication
GOOSE configuration in DIGSI 4 for SIPROTEC 4 device together with imported SIPROTEC 5 device

Loading of parameters to the SIPROTEC 4 and SIPROTEC 5 devices and test of the communication

For the solution of the above mentioned task following hard- and software is used:
PC with installed DIGSI 4 and DIGSI 5 software
SIPROTEC 4 and 5 device with a communication module applicable for IEC 61850

Ethernet network which is connecting the components

1.3 Solution

DIGSI 4

DIGSIS

SIPROTEC 5

o - |

SIPROTEC 4

= o B li:8
\ DIGSI | & & GOOSE

Port B with EN100 module

=tiermet Netwer

Elements of Ethernet Network depend on size of the network and consist of a
least 1 switch with LAN cables connected to the PCs and protection device.

Figure 1: Overview about hard- and software used for the task solution
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1.3.1 Configuration of a SIPROTEC 5 device for GOOSE communication

and export

The used SIPROTEC 5 device has a front panel with a display. The port J on the backside is for DIGSI
communication. The configuration of a local IP-address (port J) with the display menu is self-explaining:

Acknowledgement

Labeling strip far

Labeling strip for

Press the right soft key under “Menu” in the initial view, select Communication with the navigation keys
then the first communication module.

Check in the general parameters of the module that this is port J. The IP-address can be changed in the
“comm. channel / IP-settings”-section. The password for changing the parameters is 222222.

Device name Siemens Logo Product

Status LEDs
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Figure 2: SIPROTEC 5 device front and rear view with optical port E (port J is always electrical)

An unassigned IP-address, in this case 192.168.200.235 with subnet mask 255.255.255.0, is to be configured
for the device. After accepting of the IP-address the device restarts.

The device is connected via port J to the Ethernet network. Also the PC with the DIGSI 5 software is connected
to this network. One of the features of DIGSI 5 is the automatic finding of accessible devices. There is no need
to connect to each device separately as all SIPROTEC 5 devices can be found in the network.

Start DIGSI 5 in the Siemens Energy folder of the Windows start menu. Even without a new or existing project
“Online access"-section is available in the project tree. Open the physical network card which is connected to
the network and double-click on “Update accessible devices”. After a while all connected devices are found.
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Figure 3: Find accessible devices in DIGSI 5

The next step is to create a new DIGSI 5 project. This can be done with the top menu Project/New.

After the selection of the project name and storage location the same will be created and a new tree appears
above the “Online access”-section described above.

In order to add the online device to the DIGSI project, right-click on the device and choose “Add new device”.
The "Add new device"-dialog is opened with the pre-filled product code of the online device.

In Step 3 of the dialog an application template must be selected which defines pre-selected protection
functions. Select the DIFF/DIS Basic option here. Then the device can be created.
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Add new device

@ step 1: Select device type
Enter short product code (TMS) or paste long product code:  75L87-DAAA-AAD-DAAAAD-AZ3111-1311 24-AAADD0-000AAD-CB1BAT
& Step 2: Select device properties
Voltage wariant: DC &0-250V, AC 115-230V
Integrated Ethernet interface (portl): CIGS1 S connection and IEC 81850 reporting

Significant feature:  hulti-end protection

Select function-point class: Base + 500

& Step 3: Select application template

Application-ternplate selection: Application templates Configurs
DIFF/DIS Basic V0111
DIFFIDIS averhead line, solid ground. neutrp., 1.5 CEB V0111

Figure 4: Add new device

In the “Device and networks"-section which will be opened by default after the creation (or when the manual
configuration is selected) the communication settings must be made for the new device. This section consists
of two views. In the device view the hardware can be configured, in the network view the devices can be
connected to the networks.

The Device view consists of the rear and front view of the device. If the device is configured without a product
code then the hardware catalogue on the right side must be used to drag and drop the components of the
device to the available slots. In our case just click on port J in the rear view and enter the corresponding IP-
address in the lower property section. Click on “Add new subnet”.

* | DISSIS_Project] Rear view
? Singledine configu...
B ~dd new device
iy Devices and netw...
v [T sips_75F11 L
-H: FO0SE cormmuni...
41l Load configuration to..
?.'F:"'F Load firrrware to dew..
¥ % Languages & Resour...
b [ Online access

General

Ethernet addresses Ethernet addresses

Settings of the integrated Etherneti...

Figure 5: Port J for DIGSI communication
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Then click on Port E which is electrical redundant Ethernet port in our case and select the IEC 61850-8-1
protocol in the property view. Enter for this port an own IP-address, 192.168.200.236 in our case. Click also
on “Add new subnet” to assign a name for the subnet.

v [0 55 235 L4
[§ Device infarmation Rear view
[# Hardware and prot..
E?Measuring—points r.
-(IFunction-group co...
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? Cornrmunication ...

» g Settings IP protocol

» [toj Function charts
¥ —qDisplay pages

+ |P protocol is used

@Llsethe follewing IPaddress

11 Safety and security ‘. m
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» —HFrocess data General /
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‘Natailc view RPING: IEC 6185081

Figure 6: Port E for IEC 61850 (device is already renamed)

To check GOOSE create user-defined messages for sending. This can be easily done with the Information
routing of the device. Click on expand button left of the device and double click on information routing. A
matrix containing all device information assignable to sources and destinations opens. Create a user-defined
GOOSE OUT with LED 5 indication by using of drag&drop-technique with the elements from the catalogue
and “L" for assignment of the LEDs.
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Figure 7: GOOSE IN and OUT in DIGSI 5
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In SIPROTEC 5 device GOOSE OUT will switch on LED 5 in SIPROTEC 4 and SIPROTEC 5. Corresponding to it
GOOSE IN will come from V4 device and switch on LED 4. Activation of the OUT-messages can be done with
function keys.

For compatibility reasons with DIGSI 4 switch DIGSI 5 to the IEC 61850 Edition 1 or Edition 2 in project
properties. Both shall have the same version.
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¥ [ Online Renarme Fz2

General

IEZ 55 00 cuiig 2

G0 to device
Go to library

Showusage
% Crassreferences

= Print... Crrl+P — —

& Print preview...
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Figure 8: Selection of Edition 1 or 2

The devices shall be exported in the SCD - format. This format is the preferred export | import file from the IEC
61850 standard.

Click with the right mouse button on the project name and select Export. Select SCD - format in the next
window and press the Export-button.
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Figure 9: IEC 61850 export file formats. Select SCD format.

1.3.2 Configuration of a SIPROTEC 4 device for GOOSE communication

Start DIGSI 4 and create a SIPROTEC 4 device with the ordering number (MLFB) of the device. MLFB number
can be found in the physical device by the use of navigation keys in menu Settings -> Setup/Extras. For [EC
61850 the device must be equipped with EN100 module in port B and the protocol must be selected also.
Create two user-defined information for send (“OUT", Type: SP) and receive (“IN”, Type: ExSP) of GOOSE
messages. Assign these messages to LEDs and S(ystem)-interfaces: “OUT” to LED 4 and S from Destination,
“IN"to LED 5 and S from Source. State of “OUT" is influenced by a CFC chart RS-Flip-flop with “LED on” and
“LED off” controlled by function keys 1 and 2.
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File Edit Insert Dewice Misw Options  Window  Help

(D&% BE 2= 6 [ o % BSm
ol x|
B Systemtestdy'S
(1 Ordrer
8| -10l x|
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Ho. L Bl BO B
- 1123|4567 8] 93[1011112(13 14
LED on IntSP 1 =
LED off IntSP 2 =
TE3T 126 GOOSE OUT SP = u b
GOOSE IN ExSP = u L TI
[« D
Press F1 for Help. [7sag31 [vo4.e5.01  [oFffine | ] [ £

Figure 10: SIPROTEC 4 device

1.3.3 GOOSE configuration in DIGSI 4 for SIPROTEC 4 device together with
imported SIPROTEC 5 device
Import the SCD - file of SIPROTEC 5 by the context menu -> “Insert New Object” -> “Other IEC 61850

communicator” in the project folder. Create also an IEC 61850 Station here. Open the context menu of IEC
61850 Station and add the V4 and 5 devices to the station.
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Figure 11: IEC 61850 Station

Open the IEC 61850 Station, make sure both devices are in the same network and create two GOOSE
applications for send and receive the GOOSE messages by drag and drop. For SIPROTEC 5 device only a
Logical Node can be assigned as destination. The SIPROTEC 4 device indication will be created automatically

in the DIGSI 5 1/0-Matrix as a Data Object of the FB.
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Figure 12: GOOSE editor in DIGSI 4
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The final routing for SIPROTEC 4 device will be done in DIGSI 5. After finishing export the SCD - file for the
use in DIGSI 5.

1.3.4 Loading of parameters to the SIPROTEC 4 and 5 devices and test of
the communication
In DIGSI 4 load the configuration of SIPROTEC 4 to device. The password is 000000.

In DIGSI 5 import the SCD - file.

Devices  Network view

EHOO = | d¢ [Bay1 Extension = | f=|
w ] Demaokeffer File:
T singledine configurstion | DASIFROTECS EinfuhrungECE 1 850-5tation scd [[ e
Add new device
AT Date: 2013-07-04T16:11:55
T Bay | Extension » Comment:
[ Device information
[ Hardware and protocols
P2 Weasuring-poir Pantaine:
] Functior ctions =
* Communication settings. & [ED device(s)
e Information routing
T communication mapping —
b g Settings Destination:
[ Demokaffer
» tof Charts
= Import contents
Devices to import Action
[ select all () Create as new device(s)
Tirme1 ]
g‘EDm = @ Update matching device(s)
EDD3 E
HiEDoz [ Import topology
& IEDDT [v]
acument infarmation
rames
over Fages i
» [ig Languages & resources L e
IFpert | cancel |

» g Online access

Figure 13: Import

The information from SIPROTEC 4 is now available in the Logical Node USER1 of SIPROTEC 5 device. Assign
the SIPROTEC 4 device information to LED 4 in the information routing of SIPROTEC 5
device

DIGSIS_0809 » SIPS_T1 » Information routing

FE [ [ anenwies = & [ig
Infarmation » Destination
LED: Fault d L o]
Indication SPCOT will be automatically created inthe |~ o-  *LE0® > Feuitrecores (b S0g3 b EvIEE MENU
User-daf. FBY » Base module
Signals Mumber Type 1 2 3 4 5 &6 F 8 9 10 11 12 13 14 15 16 Recorder O F Ul U2 Measurement
PTRE - (ALY - (.- r v v v v v v v v v v v ov v v v (Al SH=0=0=0- |
> G Userdef. FE 1 = 1} = OF
3 Behawvior 052 EMNS
+ @ Health 053 EMS
& Mode (controllable) 0 EMC ||
.GOOSE out oo SPS L
]
» %, SPCSOT o0 R =
& not selected 3PS
& off SPS
@ on 3PS L
L ih Furanal Sianale L
4 1 ]

GOOSE connections \ \
Source signal Description PMAE_.. PN netl Destination LK Destination description
Al L ALY T AL AL AL ALY ALY ||
GOOSE1
+ GOOSE-Anwendungl
T

~ W SIFS_T1/CTRULLNOD ataS et \ ==
SIPS_T1CTRLIUSERTISPS12 User-def. FB 1:G00SE OUT b Control/SIPSGGIOT
~ GOOSE application?
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Figure 14: DIGSI 5 GOOSE settings
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As the last step the configuration must be loaded to SIPROTEC 5 device. Double click on “Load configuration
to device” in the device level. The confirmation ID to be entered is the same 222222 as in the device itself.
Confirm loading in case of warnings. The parameters will be loaded to the device.

~ [H 55 235
|F'_0Device information

@ Hardware and protocals

E? Measuring-points routing
"(I Function-group connections
#Informatinn rauting

a Communication mapping General Compile Cross-reference Inconsistencies Search results
b iy Settings
b [} Function charts Message

-

The project DIGSIS_Project] was saved successfully.
Connected to dewvice $5_235 wia MainBoard (192.168.200.235).

—]jDispIay pages
111 Safety and security
gﬂ IEC 61850 reports and logs

|
©  Euilding device configuration for device 55_235.
_Eg IEC 61850 structure ﬂ HDF successfully saved: DiProjekeelDIGSNDIGSIS_Project]\SystemiFilesi1011.13301SIPS_7S5...

-

DCF successfully saved: DAProjektelDIGSNDIGSIS_Project11\SysterniFilesi1011.75021Line_Platf...
+] Load configuration to device Initiated restart of device 55_255.
3 _E Process data Q Transferred device configuration to dewvice 55_235.

4 Test sequences

Figure 15: Load configuration to device
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1.4 Conclusion
Below the most important hints and steps for GOOSE communication between SIPROTEC V4 and 5:

Use a SIPROTEC 4 and 5 device with an IEC 61850 capable interface
Connect the equipment to an Ethernet network and configure unique local IP-addresses

Configure the IEC 61850 IP-address of the device with DIGSI 5 and export the SCD - file

Configure GOOSE for SIPROTEC 4 and imported SIPROTEC 5 device in DIGSI 4 and export the SCD - file

Import SCD - file in DIGSI 5 and assign the incoming information from DIGSI 4
Load parameters of SIPROTEC 4 with DIGSI 4 and SIPROTEC 5 with DIGSI 5

DIGSI 5

%’
SCD - File

v

GOOSE

SIPROTEC 5

Figure 16: Workflow diagram

DIGSI 4

SIPROTEC 4
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