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Process Bus IEC 61850 Simulation & Test

1.1 Introduction

As the implementation of the process bus technology gains importance in the electrical system and displaces the
conventional technology, a major topic for most of the users is: how such a system can be properly tested? Especially,
when it is already in operation and the same merging unit publishes sampled values for several protection devices. In this
case, the simulation and test modes described in the IEC 61850 standard are very helpful. In the first part of this
application note we will focus attention on the simulation mode and in the second part on the test mode.

1.2 Operation Modes in SIPROTEC 5

Before we start understanding the simulation and test modes described in the IEC 61850 standard, it is important to
provide clarification on the operational modes offered in the SIPROTEC 5 family. The SIPROTEC 5 devices have the
following operating modes available:

¢ Commissioning mode = The commissioning mode of the SIPROTEC 5 device allows to check the existing wiring without
affecting or blocking the protection functions or other functions of the device, to check the communication with system-
control technology.

* Simulation mode = In the simulation mode, the SIPROTEC 5 device behaves as in the process mode. the correct setting
of protection functions and the routing of signals can be checked. The device can be tested without wiring and without
external test equipment. In addition, itis possible to utilize test sequences for the test generator integrated in the
SIPROTEC 5 device.

* Process mode - The process mode is the normal operation of the device and all functions are available

Please note that the “Simulation Mode” described above differs fundamentally from the simulation mode described in the
IEC 61850 Standard, which is the object in this application note.

1.3 Simulation Mode according to the IEC 61850

The Edition 2 introduced a new identifier to distinguish between real and simulated messages, which covers both GOOSE
and SV communications. Inside the Reserved 1 section of the ISO/IEC/IEEE 8802-3 frame format appears now the S bit,
referred also as Sim bit.

The S bit must be set when GOOSE or SV are published by a test device and not by the publisher specified in the
configuration file of the device. This means, that messages with simulation bit set to TRUE can only be published by test
systems.

Cctets | 8 7 | 6 | 5 4 1

s |

[} S R Reserved Security

1 Reserved Security

Figure 1. Reserved 1 section
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On the other side, the subscriber or receiving device must be able to understand and properly handle signals coming
either from the process (actual devices) or from a testing device. The receiving device must know when either one or the
other type of information is required. For that, the simulation mode is used. The simulation mode shall be set by the user
with help of the control signal Sim included in the physical device node LPHD (LPHD.Sim.Oper.ctlVal). The mode is
applied to the entire physical device, emulating to some extend the use of the traditional test switches. The current status
can be read from the LPHD.Sim.stVal signal.

Setting the device into Simulation Mode and the injection of the simulated signals don’t need to happen simultaneously.
Simulated signals will be ignored if the device isin normal operation mode (LPHD.Sim.stVal = FALSE). Process signals will
be accepted by a device in simulation mode (LPHD.Sim.stVal = TRUE) until the first simulated message for a given
subscription is received. From that moment on the corresponding process message including the associated signals will
be ignored and only the simulated message and associated signals accepted for the given subscription accepted. It
happens on a telegram (SV stream or GOOSE message) basis. It means, if the IED subscribes to other non-simulated
GOOSE messages and/or SV streams, it will continue to handle these other process subscriptions, as a device in simulation
mode can process both simulated streams and actual streams simultaneously. Keep in mind that for a specific GOOSE or
SV only either the simulated or the actual signal will be accepted. Each subscription is supervised by an LGOS respectively
LSVS logical node instance. The LGOS.SimSt.stVal resp. LSVS.SimSt.stVal signals indicate if the supervised subscription is
accepting simulated messages. LGOS.St.stVal resp. LSVS.St.stVal signals indicates if the supervised subscription is
currently getting messages of the appropriate kind (process messages when SimSt.stVal is false, simulated messages
when SimSt.stVal is true).

LPHD.Sim.stVal=TRUE
. SV2 with Sim Bit = TRUE
Test Device
CLIENT DEVICE 1
GOOSE 1 SV2 with Sim Bit = TRUE
IED1 GOOSE 1
GOOSE 2
GOOSE N
GOOSE 2/3V2
IED2
LPHD.Sim.stVal=FALSE
GOOSE N CLIENT DEVICE 2
IED N
sv2
GOOSE 1

GOOSE 2
GOOSE N

Figure 2. Acceptance of signals depending on Simulation Mode

1.3.1 Set of Simulation Mode in SIPROTEC 5 devices

As indicated before, the simulation mode can be set in a device by setting the LPHD.Sim.Oper.ctlVal (Device: GOOSE/SV
sim.mode) to TRUE (1)
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FE E [SIFROTECS view =) 8 8 8484 6 6Gs +
Name Active on interface  Description Comment
(AL} [=] can_y [=] () [=] .y [=]A]
~ @i Application Application |§|
> sLLNO General
¥ 3-LPHDO Device
‘PhyNam Device:Physical device name
& PhyHealth Device:Physical health
& Proxy Device:Proxy
& Pwrup =) Device:Device startup
Aasim [l DOSEISV sim.mode
$0pTmh [~] Device:Device operating hours
& NamPlt 5 Deyice Name plate hd
|B Properties |Sllnfo i | %! Diagnostics I
General

Details

User information Lo

Name: |GOOSEISV sim.mode

Original name: [GODSEEV sim.mode

IEC 61850 name: [Sim
IEC 61850 path: [S\Flfﬁpph:nuonILPHDDISim
Data |SIPROTECS

I

Figure 3. DIGSI 5 - IEC 61850 Simulation Signal

This can be done using the SIEMENS IEC-Browser. First make sure you Enable Write in the “Extras” Menu.

Server ICD/SCD  Edit Action | Extras | Help

2 bl : | ‘ v Enable Write t

Connect Disconnect  Cancel
Figure 4. SIEMENS IEC-Browser: Enable Write

Then, go to the Application, select the physical device logical node LPHD and click-right on the “Sim” Control:

E"@ Online: 127.0.0.1:102 | White | Mame | Type{Lenarr])
-8 192.168.0.212:102 - (192.168.0.212) ™ Name
) T Type
@ [T Path
BT F212_75L67_Linc2 ANoieaian " OperscilVal Bool (1[1])
CALHD [T OperSorigingorCat Integer (1[1])
LLNO r ] OperSoriginSorldent DctetStr (66[-64]
LLNDS0D1999EA31BDMX1 I” Operscitium Ulnteger (111D
LLNDS001999EA31EDSTO L] \OparsT UIC: Tyme (1219
[T OpersTest Bool (1[1])
[~ OpersCheck BitString (3[-
BL - (Blocking) PENEE itString (3-20)
F - (Configuration)

Connect to Device

DC-(
EX-{ Disconnect from Device
ST-(
sV Refresh Table
B LTIMO Refresh Online Tree
5 LTMS0 Refresh Value 'SL87_Line2Application/L PHDOSCO$5im"
-0 LTRKO 'SL87_Line2Application/L PHDOSCOSSim"
=L RSLEDG ) ) -
o @ F212 75187 Start Reporting with RCB .. EE;.;ETZ_?SLB?_LlnaZﬂpphcahonfLPHD{
-8 F212_75L87 Get all Eil '5L87_Line2Application/LPHDOSCOSSim" ..
all Files...
e P22 rsLa7 R e S C forF212 75L87_Lins2Application/LPHD
I Bl F212 7SI 87 iete et C Done.
] 1
Open ICD/SCD File
Close ICD/SCD File

Figure 5. SIEMENS IEC-Browser: Simulation Signal

As soon as the control dialog appears, you can set the simulation mode by clicking on the Close button.
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[ Command Wizard

BTy

—DataObject
F212_75187_Line2Application/LPH
3COSim

-no description available-

DO

— Status

Current Position: Open ‘

—Command

Close
L

[ With Test
[ With Interlocking

O With Synchrocheck

.

Wating for command

Figure 6. SIEMENS IEC-Browser: Simulation Signal Control

The Simulation mode can also be switched from a SICAM SCC interface via IEC61850-8-1 MMS

1.3.2 Verification of Simulation Mode in SIPROTEC 5 devices

The status of the Sim signal can be seen in the IEC Browser as well. If the simulation has not been activated, the value will
appear as (false) 0 as shown below.

@ . T Bﬂad E’I D%t |F212_75L&T_Llne2ﬂpph:ahun/LPHDDSSTSSlm
onnect isconny ancel e

[eom]]

EE] Online: 127.0.0.1:102

=31 192.168.0.212:102 - (192.168.0.212)

LLNO$001999EA31BDMX1
LLNO$S001999EA31EDSTO
LLNO$DataSet

-5 LPHDO

BL - (Blocking)

CF - (Configuration)

CO - (Command)

DC - (Description)

EX - (Extension)

CommMede
{88 DigsiAct
LifeCon
{88 OpTmh
PhyHealth
PrcModina
Proxy
PwrUp
SimuMode
(5 sPS
- SV - (Substitution)
-0 LTIMO
-] LTMS0
- LTRKD
(-] RSLEDGAPCO
[ i) F212_78L87_Line2CB1

= F212_75L87_Line2CB1_255ynchronization
[E3) F212_78L87_Line2CB1_Fundamental

~ [wiiite [ Name

[Typellenlar]) | Value

[~ Name Sim
™ Tyee Data Object
[~ Fath F212_75L87_Line2Application/ PHDOSSTSSim
[ originsorCat Integer (111) 3
[~ originSorldent OctetSir (86[-64] 72656d6774652076696120436/6=T4726/604360E5656e7400
[~ ctium Ulnteger (1[1) 4
[T stval Bool (1[1) (false) 0|
T a BitString (41-13) (Good) 0000000000000
[ UTC_Time (12[3 {L=1,F=0,N=0,225)29 04 2021 12:15:23, 245408

Figure 7. SIEMENS IEC-Browser: Simulation Signal Status Disabled

When the Simulation mode has been activated, the value appears as (true) 1
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Connzct  Disconnect

Cancel Delet

[ |F212jS L87_Line2Application/LPHDI$STSSim
e

|

Search (Online)

@

E{€] Online: 127.0.0.1:102 ~
=-81 192.168.0212:102 - (192.168.0.212)

F212_75L87_Linc2Application|

{G CALHO

{0 LLND
LLNOSDD1999EAZ1EDMX1
LLNOSDD1999EAZ1BDSTO
LLNO$DataSet

E-H LPHDO

BL - (Blocking)

F - (Configuration)

= 0 - (Command)

DC - (Description)}

5]
B-{75] EX - (Extension)

-0 CommMode
~[08 Digsilct
-0 LifeCon

-[08 OpTmh

-[08) PhyHealth

PrcModina
Proxy
PwrUp
SimuMode
SPS

B (7 SV - (Substitution)
-0 LTIMD
-0 LTMSD
- LTRKD

ite | Name: | Type(Lenlar]) | Value
[T HName Sim
[ Type Date Object
[~ Path F212_75L87 Line2Application/L PHDOSSTSSim
[~ originsorCat Integer (1[1) 3
" origingorldent OctetStr (66]-64] 72656467485207669612043616c74 726/64 360896587400
[ ctiblum Ulnteger (1[1) 1
[T stval Bool (11) (true) 1
I q BitString (4-13]) (Geod) 0000000000000
o4 UTC_Time (12[8 ({L=0,F=0,N=1,315}29.04 2021 14:45:25,552408

Figure 8. SIEMENS IEC-Browser: Simulation Signal Status Enabled

Itis, however, desired by most of the customers to be able to see such a feedback in the protection device. Here are
shown a couple of options.

a. \Visualization in the event log

26.11.2020

26.11.2020

26.11.2020

11:58:37.338 ‘ Device:GOOSE/SV sim mode

11:55:49.959 | Device:GOOSE/SV sim mode

11:55:46.999 ‘De'vice:GOOSEdSVs'm.mode

26.11.2020
26.11.2020
26.11.2020
26.11.2020
26.11.2020
26.11.2020
26.11.2020
26:1\.2020

11:55:42 470 i Device:GOOSE/SV sim mode
11:5445.388 | Device:GOOSE/SV sim mode
11:54:19.565 ‘Dwm:ocosawmm
115366335 | Device:GOOSE/SV sim mode
11:51:41.708 i Device:DIGS| active
09:02:32.458 \ Com.module:Channel 1
08:02:31.337 \ Gommedule:Channe! 1

08:02:31.328 ‘ CnmmoduleChanneH

Figure 9. DIGSI 5 -

b. Visualization inan LED

PRP:Redund. Channel Live

IEC §1850-8-1:Channel Live

IEC 61850-8-1:Channel Live

ss‘ssggg!g'gg

IEC 61850 Simulation Status in Event Log

The feedback information is contained in the Device:GOOSE/SV sim.mode signal and be assigned directly to a LED from
the V8.40 but this signal cannot be directly assigned to an LED if using the V8.30 or earlier. In later case, a user defined
signal SPS (in this example: "SimModeGOOSE/SV_Active”) must be created and generated by a CFC using a SPLIT block.

Edition 2
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Information | » Destination
i» LEDs
| »» Base module
Signals Number Type ‘ 10 il il B sl
an N CEC BoECEoN
T > @ Gbersecurityevent 4171322 ENs |
& Eventlost 4171323 SPS
. GOOSE/SV sim.made sz see ]
# simulation mode active “u711.317 SPS
& Commiss. mode active 4171318 SPS
& Device operating hours 4171326 INS ‘
# i SimModeGOOSEISV_Active SP5 | U
split_sps_1
SPLIT_SPS
SPLIT_SPS
Device. GOOSE/SV sim.mode [SSPS] —_IN VAL ["Device SimModeGOUSEISV_Active[BOOL] ]
VALID—
QL—

Figure 10.DIGSI 5 — IEC 61850 Simulation Status signal for LED

As a reminder, please do not confuse the SIPROTEC 5 Simulation Mode indication with the IEC 61850 Simulation Mode
feedback.

So, when you see in DIGSI/Device the signal

GOOSEISV sim.mode 4171.342 SPC ’

Figure 11.SIPROTEC 5 Simulation Mode Signal

It refers to the Siemens internal Simulation Mode and not to the IEC 61850.

Now, the signal
|

@ simulation mode active 4171317 SPS 1

Figure 12.1EC 61850 Simulation Mode Signal

is the controllable one defined by the IEC 61850 Standard.

1.3.3 Working with the Simulation Mode

During testing of systems in real operation, simulated and process signals will be present simultaneously in the network.
Process signals will be recognized by the protection devices, as per the Reserved 1= 0x0000 (0) (see Figure 1.)

In the figure below (capture with wireshark), it can be seen a process stream coming from a MU with the destination MAC
Address 01:0C:CD:04:00:02

APN-087 8 Edition 2
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Source Destination

No. Protocel Length Info
1 :18. 268582000 IEC61850 Sampled values
2 :18. 268583000 sampled values 135
3 . 268383000 sampled values 135
4 . 268583000 sampled values 145
5 . 268584000 IEC61850 Sampled values 125
6 . 268584000 IEC61850 Sampled values 135
7 . 268584000 IEC61850 Sampled values 135
8 . 268585000 IEC61850 Sampled values 135
9 . 268585000 sampled values 145
10 . 268386000 sampled values 125
11 . 269059000 sampled values 135
. 269060000 Sampled values 135

values

14 Sampled values 145
15 . 269061000 sampled values 12
16 . 268061000 IEC61850 Sampled values 135
7 . 269062000 IEC61850 Sampled values 135
18 . 269062000 IEC61850 Sampled values 135
19 . 269062000 IEC61850 Sampled Values 145
20 . 269389000 sampled values 25
21 . 269389000 Sampled values 135
22 . 269390000 sampled values 135
23 . 269390000 sampled values 135
24 . 269390000 sampled values 145
2 . 269391000 sampled values 25
26 . 269883000 sampled values 145
7 . 269885000 IEC61850 Sampled values 135
28 . 269887000 IEC61850 Sampled values 135

< i
Frame 13: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0
Ethernet II, Src: b4:bl:5a:0c:33:e3 (b4 :0c:33:e3), Dst: Tec-Tc57._04:00:02 (01:
= IEC61850 sampled values
APPID: 0x4002
Length: 121
reserved 1: 0x0000 (0)
reserved 2: 0x0000 (0}
= savedu
nOASDU: 1
E segasDU: 1 item
£ ASDU
svID: SIPiMod2MU103

:00:02)

= PhsMeasl
value: -1021
quality: 0x00000000, validity: good, seurce: process
value: -31
quality: 0x00000000, validity: good, seurce: process

Figure 13.Stream coming from process device

A stream with the same destination MAC Address 01:0C:CD:04:00:02 but generated by a testing device can be seen
below and recognized through the Reserved 1 field in 0x8000 (32768) (capture with wireshark):

No. Time Source Destination Protocol Length Info.
1 10:45:18. 268582000 ba:bl:5a:0c: Tec-Tc57, :04 IEC61850 sampled values

2 10:45:18. 268583000 b4 :bl:5a:0c: IEC61850 Sampled values 135

3 10:45:18. 268583000 b4 :bl:5a:0c: IEC61850 sampled values 135

4 10:45:18. 268583000 b4 :bl:5a:0c: IEC61850 Sampled values 145

5 10:45:18. 268584000 omicrone_06: IEC61850 sampled values 125

6 10:45:18. 268584000 ba4:bl:5a:0c: IEC61850 Sampled values 135

10:45:18. 268584000 b4 :bl:5a:0c:
8 10:45:18. 268585000 ba:bi:5a:0c:
9 10:45:18. 268585000 ba:bl:5a:0c:
10 10:45:18. 268586000 omicrone_06:
11 10:45:18. 269059000 ba:bl:5a:0c:
145:18.269060000
145118, 269060000
269061000

IEC61850 Sampled values 135
IEC61850 sampled values 135
IEC61850 Sampled Values 145
IEC61850 sampled values 125
IEC61850 Sampled values 135
IEC61850 sampled values 135
IEC61850 Sampled values 135
1EC61850 sampled values 145

269061000 values

Sampled

17 . 269062000 IEC61850 Sampled values 135
18 . 269062000 IEC61850 sampled values 135
19 . 269062000 IEC61850 Sampled values 145
20 . 269389000 omicronE_06: IEC61850 Sampled values 125
21 . 269389000 ba:bl:5a:0c: IEC61850 Sampled values 135
22 . 269390000 b4 :bl:5a:0c: IEC61850 Sampled Values 135
23 . 269390000 ba:bi:5a:0c: IEC61850 Sampled values 135
24 . 269390000 ba:bl:5a:0c: IEC61850 Sampled Values 145
25 . 269391000 omicronE_06: IEC61850 Sampled values 125
26 . 269883000 b4 :bl:5a:0c: IEC61850 Sampled values 145
27 . 269885000 ba:bl:5a:0c: IEC61850 sampled values 135
28 . 269887000 b4 :bl:5a:0¢: IEC61850 Sampled values 135

<[ i

Frame 15: 125 bytes on wire (1000 bits), 125 bytes captured (1000 bits) on interface 0
Ethernet II, Src: omicrong_06:28 (00:50:c2:9b:b6:28), Dst: Iec-Tc57_04:00:02 (01:0c:cd:04:00:02)
© IEC61850 sampled values

APPID: 0x4002

Length: 111

Reserved 2: 0x0000 (0)
© savPdu
NOASDU: 1
£ 5eqASDU: 1 item
= Asby
svID: SIP1Mod2MU103
smpent :
confref
smpsynch:
& PhsMeas1
value: 247839
quality: 0x00000000, validity: good, source: process
value: -5919
quality: 0x00000000, validity: good, source: process

1
global (2)

Figure 14.Stream coming from a simulation device

With both telegrams present in the network, the acceptance of one or the other is defined by the Simulation Mode of the
device.

If the Simulation Mode = true, the device will accept the simulated values. This can be seen in the LSVS.SimSt = true

Edition 2 9 APN-087
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) kil : | (4 [F212_75L87_Line2ComSupenvision_SV/LSVS 1$5TSSimSt Search (Online) H Auto R
Connect  Disconnect  Cancel Delete

RSLEDGAPCO A | Wiite | Name | Type(Lenfarr]) | Value
[l F212_7SL87_Line2CE1 T Neme SimSt
(-] F212_75L87_Line2CB1_25Synchronization [~ Tyee Data Object
1] F212_75L87_Line2CB1_Fundamental [ Path F212_75L87_Line2ComSupervision_SVILSVS1SSTSSimSt
-/ F212_78L87_Line2ComSupervision ﬁ‘ stval Bool (1[1]) {true) 1
-] F212_75L87_Line2ComSupervision_GOOSE | BitString (4[-13]) (Good) 0000DD0CO0000

ot UTC_Time (12(8 {(L=1,F=0,N=0,215)29.04.2021 11:44:48,124408

CF - (Configuration)
DC - (Description)
EX - (Extension)
SP - (Setpoint)

5T - (Status)

CF - (Configuration)
DC - (Deseription)
EX - (Extension)
5P - (Setpoint)

ST - (Status)

DiagErr3my
DiagSynch

F212_75L87_Line2Dc1
F212_758L87_Line2Dc2
F212 73L87 Line2lnl

Figure 15. Simulated signals received in Client device

When simulated signals are not being received or accepted the LSVS.SimSt = false

il a (2] [F212.75087 CrezComs pervaion SVALSVSZ83 TSSmat
Connect  Disconnect  Cancel Delete

RSLEDGAPCO A |virite | Name | TypelLenlan]) | Value
[ (] F212_7SLE7_Line2CE1 [~ Name SimSt
(18] F212_7SL87_Line2CB1_253ynchronization ™ Type Data Object
-8 F212_78L87_Line2CB1_Fundamental [~ Path F212_75L87_Line2ComSupervision_SVILSVS28STESimSt
-] F212_7SL87_Line2ComSupenision [ stval Bool (1[1) (false)0 |
e F212_78L87_Lins2ComSupervision_GOOSE [ a BitString (4[-13]) (Geod) 0000000000000
-] F212_75L87_Line2ComSupenvision_SV ot UTC Time (128 (L=0.F=0.N=1,31b)28.04.2021 16:07:33,324000

F - (Configuration)
DC - (Description)

SimSt

I St

F - (Configuration}
DC - (Description)
EX - (Extension)
P - (Setpoint)
T - (Status)
Beh
ConfRevNum
-5 DiagErrSmv
DiagSynch
Heslth
- Mod

el st
[e2] F212_78L87_Line2Dc1
L £219 791 A7 1inaINa?

Figure 16.Simulated signals not received in Client device
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Itis also possible to see in the communication supervision log whether simulated values are being processed in the device

e SIEMENS
SIPROTEC 7SL87_Line2

SIPROTEC 5

YO EXO -
Logs
supervision log

50 of 200 logs loaded

29.04.2021 13:44:48.324 | Com. supervision:SV supervision Subscription 1:Diagnosis error no error

29.04.2021 13:44:48.127 | Com. supervision:SV supervision Group Indicat.:Group indication on =
29.04.2021 13:44:48.124 | Com. supervision:SV supervision Subscription 1:Diagnosis time sync. Global synch.

29.04.2021 13:44:48.124 | Com. supervision:SV supervision Subscription 1:Diagnosis error Data delay error

29.04.2021 13:44:48.124 | Com. supervision:SV supervision Subscription 1:Status Sim messages on |

Figure 17.Simulated signals received in Client device — COM Supervision Log

Simulated values will be shown in the protection device as follows:

Online access . Intel(

) 825791 M Gigabit Network Connection » 7SL87

imZtMnigvmc{j + Measurements * Line 1 (Process)

g snapshot [ Reset Show values as: b}

o The values are displayed from normal operation. Setreset of energy, user-defined values, and min/max/avg values is allowed

_J Operational values H Fund./sym.comp. H Function values || Min/max/avg. val. H Energy || User-def. values

iensiengents; ol Qusiity {phusbien !
o i

f 5000 Hz good (processitest) 2176110211304
vph:A 63.51 kv good (processitest) 21.761.10031.302
vph:B 63.51kV good (processitest) 21.761.10031.302
vph:C 63.51 kv good (processitest) 21.761.10031.302
VppAB 110,00 kv good (processitest) 21.761.10031.301
Vpp:BC 110.00 kv good (processitest) 21.761.10031.301
Vpp:CA 11000 kv good (processitest) 21.761.10031.301
Vph:res 0k good (processitest) 21.761.10031.302
VN 0kv good (processitest) 21.761.10031.305
Iph:A 2004 good (processitest) 21.761.10031.300
Iph:g 200A good (processitest) 21.761.10031.300
Iph:C 200A good (processitest) 21.761.10031.300
Iph:res 0A good (processitest) 21.761.10031.300
N 0A good (processitest) 21.761.10031.303
Ptot 38.09 MW good (processitest) 21761.10211.300
Qtot -0.01 Mvar good (processitest) 21.761.10211.301
S tot 38.09 MvA good (processitest) 2176110211302
cosg 1.00 good (processitest) 21.761.10211.303
PA 12,695 MW good (processitest) 2176110211305
F:B 12,694 MW good (processitest) 21.761.10211.305
P:C 12,697 MW good (processitest) 21.761.10211.305
QA -0.002 Mvar good (processitest) 2176110211306
Q:E -0.003 Mvar good (processitest) 21.761.10211.306
Q: -0.001 Mvar good (processitest) 21.761.10211.306
SA 12.695 MVA good (processitest) 21.761.10211.307
5B 12.694 MVA good (processitest) 21.761.10211.307
5:C 12.697 MVA good (processitest) 21.761.10211.307

Figure 18.Simulated values in DIGSI 5 (process/test because the device is in test mode)

The Group indication in the SV supervision will be also set if at least one simulated signal is being accepted.

GOOSE messages can also be simulated in a similar way. In this case, the simulation flag can be seen in two different
parts in the telegram:
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4|
= Frame 18483: 187 bytes on wire (1496 bits), 187 bytes captured
Wkthernet II, src: omicrone_06:28 (00:50:c2:9b:b6:28), Dst: Iec-

= GOOSE
APPID: OX0001 (1)
Length: 173
Reserved 2: Ox0000 (0
= goosePdu

gocbref: MU2GoAppTlication/LLNOSGOSCOontrol_Dataset_1
timeallowedtoLive: 4000

datset: Mu2Goapplication/LLNOSDataset_1

goID: Mu2Go/application/LLNO/Control_pataset_1

T: Aug 21, 2019 07:34:25.899968743 uUTC

STNum: 1

sgNum: 13
confrRev: 10001

ndsCom: False
numDatSetEntries: 2
= allpata: 2 items

= pata: boolean (3)
boolean: False

© pata: bit-string (4)
Padding: 3
bit-string: 0000

Figure 19. GOOSE Message coming from a simulation device

1.3.4  Simulating with injection kit
There are several simulation tools in the market as Omicron, Doble, Megger, among others. In this chapter, it will be

explained the simulation with Omicron devices.

The Omicron device must be connected to the process bus. In this example we will use the ETH1 port. A PC with the Test
Universe SW to control the CMC must be also available in the network.

Testuniverse
SV Scout
Wireshark

Process Bus |
ECE1850-9-2

Figure 20.0Omicron CMC connected to process bus

1.3.4.1 Omicron Test Universe 4.30
Prefer the latesr version of the Test Universe, the 4.30 as flexible streams are supported additionally to the IEC61850-9-
2LE streams

OMICRON Test Universe

Test Universe 4.30

OMICRON‘

Figure 21.0micron Test Universe 4.30
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Select Test Modules & Tools

b _C Test Modules
() & Tools

Configuration Modules

LL]

OMICRON

Figure 22. Test Modules & Tools

In previous version of Test Universe, SMV configuration is done using the Sample Values Configuration module. From this
version, the sampled values configuration is to be done directly in a test module, e.g. State Sequencer,. in the Hardware

Configuration option,

Select a Test Module, the State Sequencer module for example and go to the Hardware configuration.

IEC 61850 Data Management

Testing Power Utility Communication Asset and Test Set Management

G GOOSE Configuration
§ Sampled Values Configurat... T3
B |EC 61850 Client/Server :

Sampled Values Configuration

Attention: Do not use this configuration module for new test plans and up
to date CMC test sets.

Sampled Values streams are now configured in the Hardware
Configuration of the Control Center document or test module.

Use Sampled Values Configuration only in case of legacy test sets or to
play back existing test plans that have been configured with this module,

Figure 23. Sampled Values Configuraton - Warning

OMICRON State Sequencer - [State Sequencer]

= M
> @ [ e
L=

pusiian s Blest
. B ——

= Comment

Epert conTRACE .
sV

SV -200° 508

sy 1m0

T Time Sgnl Vi | Impedance View Report View

1004 100 %

s state Assessments: tate sequencer -ox

Time Assessments | State Assescments

Binary Inputs cax

Statuz Histery || © Overload Meritor

Figure 24.State Sequencer Module

In the Tab — General, define how many analog outputs and sampled value outputs will be used from test set. In the

example, no analog output and 2 voltage systems + 2 current systems from sampled valued will be used.

Edition 2

13

APN-087



SIPROTEC 5 Application

Process Bus IEC 61850 Simulation & Test

N extension device
Voliags systems Tament systems. Outputs
Voltage:  <not used>
Anzlog outputs: 0 |- 0 |- figure.. Current:  <not usad>
Aw.DC: 1150V
Stream 1:  <cisabled>
Sampled Values: 2 |- z |- Configure... Stream2:  <disabled>
Stream3:  <disabled>
Amplifiers / sensor simulation / low level outputs Qutputs
<none> [~
<none> -
<none> -
<none> |
Virtual binary inputy/outputs: Configure... 'u"‘:;n‘l";“::‘ o
[0 Display message box promating to check wiring
Imeert Configuraton... || Bvpertconfiguaten... | [ == cancel
Figure 25. Hardware Configuration - General
Click on Configure on the Sampled Values section for further settings.
Configure Sampled Values = e
[General | Steam 1 Stream2 Stream3
@ Testsetuitn NET-2 board required.
Imported IEDs: 0 InportsCL.. | Delte EDs |
Stream Enobled  Select [ED/ Sampled Values ID Simulated Ethernet port
1 <none> ETH2 [~
2 <none> ETH2 [~
3 <nane> ETH2 [~
Sample rate / number of ASDUs:

You can import your configuration and use the parameterized SV to be used. For that use the Import SCL button.

Hardware Configuration

General | anslog Outputs _Binary | Analog Inputs _ Binary Outputs _Time Source

Testset: M3 Bl Scan Calbration....

Figure 26.Sampled Values Configuration

APN-087
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i IED name
=4 MUTHV
m] MUTLINET
=4 MUTLY

Sampled Values ID Already imported
MUTHVModZMU103Flex
MU1LINETMod2MU103
MU1LVModZMUTO01LE
| oK H Cancel || Help

Figure 27.SCL Import

Assign Stream 1, 2, and/or 3 with available SV streams from the SCL and select the sample rate to be used.

Set simulation bit TRUE (enabled) or FALSE (disabled) per stream. Remember, if you are working in an energized station,
you should only inject streams with the corresponding simulation bit in TRUE.

Assign the correct Ethernet port.

Configure Sampled Values

@ TostsctwitnNET-2 oard require

Imported [EDs: 2

Siream Enabled

1 z
2 1
3 o

Sample rate / number of ASDUs:

Start enabled streams:

Select [ED / Sampled Values ID

Inportsc. |

Simulated

[MUTHY / MUTVMOdZMU03Fex

[-] ]

[MULLY / MULLYMod2MU 10 1E

[-] ]

[wre>

o=

4000 Hz [ 1ASDU (80 SPC @ 50 Hz) [-

Lo [ e [ re

<

Figure 28.Sample Values Configuration - General

Go to the Stream 1, 2 or/and 3 tabs to assign each stream to a Dataset. For that use the button “Dataset Mapping”.

Edition 2
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Configure Sampled Values

General [ Stream 1| Sream 2 Stream 3
Select IED / Sampled Values Dx MUIHV [ MUTHVMod2MU 103Fex: [~
SCL path: D:\UserData\APK\OneDrive - Siemens AG\Data_My_Document\D, Project|2199, TIB8 Digital Substation'paramete. ., \IEC station 1.scd
Import time: 25/11/2021 11:13:35
‘ Dataset Mapping. . ‘ | Set Quality. ‘

Detais
Sampled Values 1D (svID): ‘ MU IHVMod2MU 103Flex ‘
Destinaton MAC address: ‘ 01:0C:CD:04:00:01 ‘
Control block reference: ‘ MU1HVMod2_MU1/LLNDSMSSMSVCEO3 ‘
Dataset reference: [MUIHVMod2_ MULLLNOPhsteas3 |
Application ID (APPID): DEC: | 16385 ‘ HEX: | 001 ‘
VLANID: DEC: | 0 ‘ HEX: | 0 ‘
Configuration revision (ConfRev):
Sample rate | mode info: 4000 samples per second

status [ status of the CMC [-] | ‘
Optional fieks
Grandmaster dock ID (Gmidentity): [ Clock used by the cME 1 |
Sample mode (SmpMod): [Notused [-]
Sample rate (SmpRate): [Notused [-] | ‘

Lo [ ot | e

Figure 29.Sample Values Configuration — Stream 1

Assign/Map the display name to the data attribute and click on OK

Dataset Mapping

Dataset reference:

Display name
18]
2

Constant current

Constant current

MU1HYMod?2_MU1ALLNO$PhsMeas3

Data attribute

PowS_MeasPointl2ph1.101ATCTR1.AmpSvi..
PowS_MeasPointl2ph1.101BTCTR2. AmpSvi..
PowS_MeasPointl2ph1.101CTCTR3. AmpSvi..  0A

Constant value

PowS_MeasPointi2ph 1.0 TNTCTR4. AmpSvi..  0A
PowS_MeasPointV3ph1.U01ATVIR1 VolSv... OV
PowS_MeasPoint¥3ph1.U01BTVIRZ VolSwi.. OV
PowS_MeasPointV3ph1.U01CTVIR3 . VolSvi.. OV
PowS_MeasPointV3ph1.UDTNTVIR4.VolSw... OV

[ o [ o [[ e |

Figure 30.Sample Values Configuration — Stream 1 — Dataset Mapping

In the next step you will need to connect the sampled values to be simulated to the physical outputs of the Omicron
device. It is the way the device has been designed. For that , go to Hardware Configuration.- Analog Output and assign

the test module output signals.

Hardware Configuration

Test Module Output
ign

VLI-E
VL2-E V0I2-E
VL3-E VL-E
Not used VE

V-1 V-1

V@2 V@2
V(3)-3 vi3)-3
Not used VE-E
5] i
2 2
e} s
Not used IE
1m-1 1m-1
i(1)-2 i(1)-2
Im-3 1m-3
Not used 12E

; Display Name

General | Analog Outputs | Binary / Analog Inputs _ Binary Outputs _ Time Source

SV Voltage 1 SV Voltage 2 SV Cunrent 1 SV Current 2
Comnection | 4 5 3, MM > 3 4|1 2z 3 4|1 2 3 a
Terminal
X
X

X
X

X

Figure 31.Hardware Configuration — Analog Outputs
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Additionally. Make sure the Omicron is synchronized to the same source of the client and server devices. Go to Hardware
Configuration. Tab Time Source,and select the time synchronization method.

General _Analog Outputs _Binary / Analog Inputs _Binary Outputs | Time Source

J <notused> PTP Settings

1 Trigger via GPS using a CMGPS erofie: Utity I-
Trigger via GPS using a CMGPS 588
Trigger via PTPv2 Domain:
Trigger via IRIGE using a CMIRIGE

IRIG-B Generator Master using a CMIRIG-B
IRIG-5 Generator following FFS using a CMIRIGE
IRIG-B Generator following GPS using a CMIRIG-B and a CMGPS
IRIG-8 Generator following GPS using 2 CMIRIG-B and 2 CMGPS 588
IRIG-B Generator following PTPv2 using a CMIRIGB

{9 Time-stamping via NTP wsing the NTP Client in CMC

Enable VLAN:
VLAN ID:

VLAN priority:

I

-
¢ E ) 5T

The triggers are derived from a PTPv2 tme source thatis connected to the
Ethernet port ETH1 or ETH2

Figure 32.Hardware Configuration — Time Source

Once the sampled values have been configured, proceed with the preparation of the test. In this case the State-
Sequencer.

Notes:
1. Goose Messages are configured as usual in the IEC 61850 - GOOSE Configuration Module
IEC 61850
Testing Power Utility Communication
G GOOSE Configuration
% Sampled Values Configuration
B8 |EC 61850 Client/Server
Figure 33.1EC 61850
2. Hardware configuration in module QuickCMC does not have Time Source tab. It means the SV generated by Quick CMC will not
be time-synchronized.
ﬂ ? @ Hardware Configuration
s General | Analog Ou Binary [ Analog Inputs _ Binary Ou DC Analog I
GfN @ |
Object -
& Testsek: CMC3s6 [ Il | Callbraion. . |
Test View: QuickCMC
Test set Voltage systems. Current systems Cutputs
. Voltage: 3x300V, 85VA @ 85V, 1Ams
Analog outputs: 1 - 2 - Canfigure... Curre: 6324 430VA @ 254 25Vims
conuRE |— Am.D“::z 115.0¢
Stream 1:  <disabled>
Sampled Values: 0 - 0 - L Stream 2:  <disabled>
Stream 3: <disabled>
Figure 34.Quick CMC
The manufacturer advises, as workaround for this specific case, to use the “old” Sampled Measured Values Configuration with
the QuicCMC. The synchronization is then set in the global Hardware Configuration (see description for Version 4.00)
Edition 2
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1.3.4.2

It will be roughly explained the use of the Omicron CMC356 set with the Test Universe 4.00. In this version only
IEC61850-9-2LE streams are supported. Note that an additional license (SMV/GOOSE extension) will be required.

Omicron Test Universe 4.00

OMICRON Test Universe

Test Universe 4.00

Test Modules Control Center

aors Startup [3 ating Mul !
B Quickeme B NewTeatl t SE Confiy
B Ramping 15} Open Existing Test Document [ Sampled Vaues Configuration
Bl Puke Ramping 1) Open Protection Testing Library ¥ 6C 61850 Chent/Server
Stae Sequences BB Examples of Use - PDF Documents
: o

B9 Advanced TransPlay Exampies of Use - Control Center Documents B SVscout

Annunciation Checker Open Generis Template . - Suppert
) 2 Configuration Modules Documentation snd Assistance
O Ovescument % OCC Batch Configuring CMC Test Set Features Al Getting 5

- " . B C8 Configuntion & Video Tutorais
e L B9 fu Contntion 5 Mt
] Advanced Distance 1510 Cannect e
B V1 Starting z TR
Neasim il

PeyR— N Test Tools @ o

Figure 35. Omicron IEC 61850 extension

To start with the configuration, select the option “Sample Values Configuration” in the Test Universe software (see Figure
35.).

Omicron CMC device must be synchronized by the same signal synchronizing merging units and protection devices. In our
example, a PTP signal is used.

Go to Hardware Configuration and then click on time source to set up the PTP signal. In our case in the lab the CMC
doesn’t support the PTP signal directly and an additional IRIG-B converter is required.Please note that your options can
vary depending on the HW you have available.

Hardware Configuration

<not used>
& Trigger via GPS using a CMGPS
& Trigger via GPS using a CMGPS 583
) Trigger via PTPv2
Trigger via ing 3 CMIRIGE 4~
IRIG-B Generator Master using 3 CMIRIGB
IRIG-E Generator folowing PPS using a CMIRIG-S
) IRIG-6 Generator folowing GPS using a CMIRIG-E and a CMGPS
{8 IRIG-B Generator folowing GPS using a CMIRIG-E and a CMGPS 538
) IRIGE Generator folawing PTPv2 using a CMIRIG-§
& Time-stamping via NTP using the NTP Client in CMC

CMIRIG-B cMC

File Home View IRIG-B In PPX Out
LI o ®  EB =
e Simulation - e [=] Comment Fon
Tt T Tt || Acphs S Al il e =||
Object | Configuration SCL Configuration Results Settings ~ ‘ | (s
Cinsinpmatans Sclns Aol o ‘

Hardware Configuration (Ctrl+H)

VEHK0003

Open the Hardware Configuration dialog to choose and configure the test devices and
their capabilities, and te specify the signals you want te use. If required, also choose and
configure the Time Source you want to use,

The triggers are derived from the received IRIG-B time telegrams. The PPX
Out pulse sequence (set via Trigger period in test module) is synchronized to
the CMIRIGB input.

i#) Sampled Values Enabled

Sampled Value ID (svID): SIP Mod2MU103 \

Figure 36.0micron CMC configuration of time source

Then go to Hardware Configuration — General and assign the ethernet port to be used. For the synchronization use the

“CMC Synch status” option. With it, the simulated values will be synchronous with the merging units and protection
devices.

In the same menu you can select the appropriate ethernet port, which publishes the SMV streams and is connected to the
process bus network (in example below ETH1), and the sampling frequency.
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File Home View

ﬁ Simulation EI ?> | H

Hardware Apply Abort | Clear
Object Configuration Configuration Results

Configuration Setup Apply Configuration

Test View: Sampled Values Configuration

Sampled Values 1 Sampled Values 2 Sampled Values 3 -

Ethernet Port [EmH1 -]

Synchronization Status

(=) Use CMC sync status

() Force value

Value: 0-

—Sampling Fregquency

| 4000 Hz, 1, 4000 Hz, 50 Hz (9-2LE Protection) [+

Figure 37.HW configuration — General, in Omicron Sampled Values

A green lock in the status bar signalizes the proper synchronization of the CMC.

N~
o ey | S RE S J—
o8 e TE =

o | o " e}
Aouly Comliguriion _ Condipuestion Ducumentation

Repenien ez v |

[tatus pistery.

Figure 38.0micron CMC synchronized

The parameterization data of the sampled values to be simulated can be imported with the option “SCL Import”. The
information can be also added manually.
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@ [# Simulation 'f ’ u Rod %“! =] Comment

Test Hardware Apply Abort = Clear Report
Object Configuration onfiguration Results Settings *

Configuration Setup Apply Configurati Configs Doc

Test View: Sampled Values Configuration

sampled Values 1 Sampled Values 2 Sampled Values 3 ‘ General 1

e Select IED and Sampled Value Control Block

rSynchronizatior] =—
A | SIP1Mod2MU 103 oK
Wil ‘ IED Name | Sampled Value ID 1 ‘ " > | |
Alll 6MUB5_Linel Al1116MUS5LINE 1PQ i Cancel
) Force valu : " 2 3
A112 6MUBS_Line2 SIPIMod2MU 103 = x
T A112_6MUBS_Line2 SIPIMod2MU103 ‘ = \—I
’ Al112_6MUB5_Line2 A1126MUB5LIne2PQ |
A112 AMLIRS line? A1126MLIRS ine 2P0
~Sampling Frequs | = ‘ ‘ =>5V3 | K
[4000 T oo ki i s

Figure 39. Importing SV in OMICRON Software

The software allows the parameterization of 3 sampled values but as the system uses the existing hardware, only two
sampled values streams can be simulated simultaneously. If you are working on a real operating system, make sure you
set the “Simulation Flag” before applying the configuration, otherwise sampled values streams without simulation bit
will be sent to the network, which will cause confusion and misbehavior of the protection devices, as two process streams
(from merging unit and simulation device) will be present in the network.

Test View: Sampled Values Configuration
Sampled Values 1 | sampled Values 2 Sampled Values 3 General

() Sampled Yalues Disabled
[® Sampled Values Enabled

Sampled Value ID (svID): | 5IP 1Mod2MU 103 |
Multicast MAC Address: | 01-0C-CD-04-00-02 |
Application ID (APPID): | 16386 |
VLAN ID: E |
VLAN Priority: | 4 |

Quality: III

Figure 40. Stream configuration

To run an injection, you must handle the OMICRON as when conventional measurements. Once the injection is activated,
select the option “Apply Configuration” in the “sampled values Configuration” Tool
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H @ & D> Phe G a5 G e
f & = = Modify Results 3
| - 6 Y [Ex = = Simulation e
Test Hardwore | more | Prefoult| Start | Stop | Hold | Addto Clear | Report (=) Comment Test  Hardware Import a
Object Configuration | v 2 Values | Report Report | Settings ™ Object Configuration scL Results | Settings
Test Setup Test Execution Test Documentation Configuration Setup Configuration Documentation|

Test View: QuickCMC = B x [ phasor View: QuickCMC

Signal  Magnitude

TORVA

e R e TSI UM Apply Configuration (F5)
il sampled values 1 | Sampled Values 2 Sampled Values TS Set up the test set to generate the specified 5V data streams
) sempled Values Disabled

69,28V 0,00 * 69,28V
= 2 698V 130007 M4V
2’: z 1 ;EE - ;zzzz :Z & 6928V 12000° 3464V ) Sampled Values Enabled
- i
- i £ 5000 mA 000 5000mA
3 - - = Sampled Value 1D {svID): SIP1Mod2MU 103
6928V 12000° 50,000 Hz e

500,0 mA- 000° 50000 Hz |-
5000 mA| -120,00 50,000 Hz
5000mA | 12000 50,000 He

500,0 mA 12000°  -250,0 mA

MitcastMAC Address; | 010CDos0002 |
Application 1D (APFID): 16386

VLANTD: [+
VLAN Priority: “
. S Quality: il
~On Trigger
3 Delay: | o.0005] |
Step /Ramp | Smuation; Simulated
signal(s): |V AN [+ | siz=: 0,000V | [ Autostep I
Quantity: |Magnitude [+] Tme: 1, A
Reset: | so0oms| [=
Report View | Test View
—
Status History - 8%
g3y 150 4|
Phasor View | Impedance View Report View

Status History @ Overload Monitor|

For Help, press F1 4@ . Setupthetest setto generate the spet

Figure 41.Stream injection

1.4 Test Mode according to the IEC 61850

The data modeling in IEC 61850 is described in the part 7-4. A logical device LD contains one or more logical nodes LN
and each LN contains several Data Objects. One of those data objects is the “mode” (LLNO.Mod), a controllable signal
which can be changed by operator either by a remote command or as result of an IED local action, and can take five
different states:

. On: application is operative and communication features are in service

. Blocked: as “On” but no output data (wired contacts or analog setpoints) are sent to process

. Test: as “On” but signals are marked as being produced under test conditions and only control
commands marked as test are executed

. Test/blocked: as “Test” but no output data (wired contacts or analog setpoints) are sent to process

. Off: application is disabled, communication output is provided with data quality ‘invalid’

Other data object is the “behaviour” (LLNO.Beh). The value for the overall behaviour (LLNO.Beh) of a domain LN results
from the current operating mode of the entire LD and the current operating mode of the LN that contains it, as shown in
the Figure 44 — Behaviour values as a function of mode, in the IEC 61850-7-4:2010-03+AMD1:2020-02. As an example, if
the mode at the LN level is “blocked” and the mode at the LD is “test” the resultant behavior of the LN is “test/blocked”
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LN Mod LD Mod LN Behaviour
on on on

on blocked blocked

on test test

on test/blocked test/blocked
on off off

blocked on blocked
blocked blocked blocked
blocked test test/blocked
blocked test/blocked test/blocked
blocked off off

test on test

test blocked test/blocked
test test test

test test/blocked test/blocked
test off off

test/blocked on test/blocked
test/blocked blocked test/blocked
test/blocked test test/blocked

test/blocked
test/blocked

test/blocked
off

test/blocked
off

off on off
off blocked off
off test off
off test/blocked off
off off off

Table 1. LN Behaviour (example highlighted)

How the device shall react according to its “behaviour” and depending on the type of signal arriving and its quality is
described in the Table A.2 — Definition of mode and behaviour, of the IEC 61850-7-4:2010-03+AMD1:2020-02 Standard.

Following options are given in the standard:

e “Processed as valid” means that the application should react according to the quality and the intended
functionality of the LN.

e  “Processed as invalid” means the application should react as if the quality of the data is not valid or as if the data
source has failed.

e “Processed as questionable” means that the application should decide how to consider the status value.

1.4.1 Implementation in SIPROTEC 5 devices

The SIPROTEC 5 devices included since the first release a special set of settings to support the testing functionality. This
“Test Support” menu is available in DIGSI 5 under “device settings”.
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- [F 7umss % c e e et > - I S oy
Iﬁ_o Device infarmation 91.102 Minimum operate time: |D.DD | 5 lam
@ Hardware and protocols 91.138 Block monitoring dir.: |off |'| lag
f;’? Weasuring-points routing
1(1 Function-group cennections Chatter blocking
# Infermation routing
~ —ig Settings 91.123 No. permis state changes: |D | r‘_z ag
91.127 Initial test time: |1 | s r‘_z lag
(?Time settings —
b 5% FomaromEE 91.124 No. of chatter tests: |D | r‘_z ag
» i;’ Recording 91.125 Chatter idle time: |1 | min E lag
» &3 Transformer side 1 91.137 Subsequent test time: |2 | H E As
» &3] Transformer side 2
» &3 Transformer diff. 1 Control
» &3] Circuit breaker 1
» ] Circuit breaker 2 91.118 Enable swauth_station: [ I} lag
v [t Charts
5 Display pages 91.119 Multiple sw.auth. levels: D ag
—f Display pag
» i Safetyand security 91.152 Specific sw. authorities: D lag
= IEC 61850 structure
» g Testsequences Spontan.indic.
» —H Process data
v (23 Charts -Trendidynamic display & . 91.139 Faultdisplay: | with pickup [+] A
» _ | IEC 61850 stations
4 Load configuration to devices CFC
'_f}’ Load firmware to devices
E‘uUpgrade project devices 91.161 CFC chart quality handling: | manual |'| E lag
= 7 Import project
13 L Tranzformer Test support
3 I—j]] Documentation settings
» % Languages & resources 91.150 Activate device test mode: D g
r‘-'ﬁ" Gnline access 91.151 Operbin.outp. under test: D g

Figure 42.Test support menu in DIGSI 5

This menu allows the following two actions:

1. Setting 91.150 (Signal EnTestMod): to set a test mode for the complete device, so, indications issued via
communication interfaces are labeled with an additional test bit, if this is supported by the protocol

2. Setting 91.151 (Signal RelBoOnTstMod): to allow the operation of the binary outputs even if the device is in test
(EnTestMod=True). By default (RelBoOnTstMod=false) the outputs will be blocked when the EnTestMod has
been enabled.

The two mentioned signals, EnTestMod and RelBoOnTstMod, together with the controllable signal LLNO.Mod described
in chapter 1.4 affect the behaviour of the LLNO logical node ((LLNO.Beh).

—FnTestMod— —LLMNQ0.Beh—

—RelBoOnTst—

—1LLNO.Mod— LLNO

Setting
Controllable

Figure 43.Behaviour of LLNO in SIPROTEC 5

On the other side, there are some differences in the implementation of the Test Mode in the firmware version V8.0x. and
from the FW V8.30 and on. The following table shows a summary.
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Via IEC 61850 LLNO.Mod can be set be Test/Blocked (4)
to “3"” and behaviour is “3”

Feature FW V8.0x FW V8.30 or higher

Function Name Test Mode Application Mode

Blocked Mode Not available According to IEC 61850

Test Mode Functionality available directly via According to IEC 61850
IEC 61850.
Setting 91.151 “Oper.bin.outp. Please note that if the setting
under test” in DIGSI must be set to 91.151 “Oper.bin.outp. under test”
true. in DIGSI = false, the behaviour will

Test/blocked Mode Functionality available but not According to IEC 61850
directly via IEC 61850.

Setting 91.151 “Oper.bin.outp.
under test” in DIGSI must be set to
false.

Via IEC 61850 LLNO.Mod cannot be
set to “4” but the binary outputs are
not activated when LLNO.Mod is set
to “3".

Table 2. Test mode differences for different FW versions

The "Test Mode” name was kept for upgradeability of former versions and the name “Application Mode” was added to

include the complete functionality according to the IEC 61850 Standard.

Signals Number Type
(Al) [+] am [+]..[+]

» . Sw.mode keyiset 91.310 ENS

» & Behavior 91.52 ENS

» & Health 91.53 ENS
. Protection on 91321 SPC

& Protection inactive 91.54 SPS

& Device logout 91319 SPC

& Logged offvia BI 91.313 SPS

# Logged offvia control 91314 SPS

Figure 44.Test and Application mode signals in DIGSI 5

For an easier visualization of the above-mentioned implementation see below a summary table:

LLNO.Mod EnTestMod RelBoOnTst LLNO.Beh <Vv8.30
On True False Test/Blocked Ok (but shown as “Test” (3)*)
Blocked True False Test/Blocked not available
Test True False Test/Blocked Ok (but shown as “Test” (3)*)
Test/Blocked True False Test/Blocked not available
On True True Test ok
Blocked True True Test/Blocked not available
Test True True Test ok
Test/Blocked True True Test/Blocked not available
On False False On ok
Blocked False False Blocked not available
Test False False Test/Blocked ok
Test/Blocked False False Test/Blocked not available
value False True value

>=8.30
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok

Table 3. Summary table of LLNO Behavior

*as explained in the Table 2.
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As it can be seen in the Table 3. the parameters 91.150 (EnTestMod) and 91.151(RelBoOnTst) must be set to false and true
respectively in order to grant a response of the device as foreseen in the IEC 61850 Standard. Be aware, that the outputs
are then by default NOT blocked, and this is the opposite behaviour to what we got used to in the past.

Test support

91.150 Activate device test mode: D

91.151 Cper.bin.outp. under test: E

Figure 45.Test support menu in DIGSI 5 - recommended setting

1.4.2 Behaviour of a logical node LN in SIPROTEC 5 devices

In the SIPROTEC 5 devices, the “behaviour” (LN.Beh) of the LN considers in addition to the conditions described in 1.4
above, the “mode” (LN.Mode), which corresponds to the Siemens setting of the function.

This means: LN.Beh = F (LN.Mode(Siemens Setting), LN.Mod(/EC Controllable), Application_LLNO.Beh(/EC

Controllable))
—EnTestMod—
LLNO.Beh LN.Beh
—RelBoOnTst— Mode
Mod LLNO Mod LN
Setting
Controllable

Off = Test/Blocked =Test = Blocked = On

Figure 46. Behaviour of LN in SIPROTEC 5

See in the following example the Behaviour result in blue (LN.Beh) and the signals involved in the evaluation in green
(LN.Mode(Siemens Setting), LN.Mod(/EC Controllable), Application_LLNO.Mod(/EC Controllable)) for the TR_PDIF1
protection function.
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» T Power system

Signals Fac Number  [Type 13
» 42 Recording T S R R
» G Transformer side 1 Genarl e R
» &g Transformer side 2 LN.MOde W 56 choice bit 1 31500 3

W # 55G choice bit 3 91.502 55

T 901.1691.11041.2 Operate & fitrec. blocked: |no [+] S ] s1503 <
Circuit-breakerin.. # >5w.authority remote 91504 SPS.
» 6] Circuit breaker 1 901.1691.11041.6 Operate delay: [0.00 | s @ 550 mode inerisched osss  ses
# >5w. mode nonmer. 91506 sps
~ G Transformer diff. 1 501 # Testmede on 91510 sps
¥ & General 90191 # >Testmode of 91511 sps
» & Behavior SOUENE B # >Dev. functlogouton 91.507 SPS.
> @ Heatth SO ENS # >Dev_iunctlogout off 91508 sPs
» & Group indicat 501.4501 [Ty = =
» & ResetLED Group 9017381 & ighton PR o
v & 87Tdif prot. 1 901.1691 RN 51200 e
» & Group indicat. 901.1691.4501 D E e =
» & Genenal 90116912311
v ©IDFF 901.1691.11041 b Y pet setings group 3 o130 s
wd‘ 9011691104181 SPS | D )exesiicano 1303 sre
e b Y, fct settings group 5 91304 sPC
» L Act settings group & o1305 sk
901.46911104152 » Y, Act settings group 7 91306 SPC
¥\ Act setings group 8 1307 sk
rs | § Aottt o a1318 s
SPs | '\ Switching auth. station 91308 sPC
sPs | » # Switching authority 91311 ENs
sps | b @ Swizhing made 91312 ENs
0116911104153  ENS b § Swauthorty keyeer 91308 Ens
901.1691.11041.55  ACD b & Swmode keyiset 91310 ENS
» @ Operste delayexpired 901.1691.11041.56  ACT » § Benvior 8152 Ens
» @ Operate 901.1691.11041.57 AT o . — 5
Eisrer e [ Apptication_LENO.Mod
@ incr ofchar. (Start) 901.1691.11041.302  SPS _-ﬁi
@ Increase of char. (DE) 901.1691.11041.303  SPS.
# Blocked by inrush 901.1691.11041304  5PS i osecinon o -
» @ Blocked by 2 Harmon 901.1691.11041305  ACT LE O ss -
@ Crossblock by 2 Harm. 901.169111041306  SPS Ll 1318 sre
@ Blocked by CWA 901.1691.11041307  SPS # Losged o Bl A B
» @ Blocked by 3 Harmon 901.1691.11041308  ACT # Legged ofivia control e &=
@ Crossblock by 3 Harm. 901.1691.11041309  SPS # Device logged off 91315 sPs
» & Blocked by 5 Harmon 901.1691.11041310  ACT A LEDree = T
@ Crossblock by 5.Harm. 901.1691.11041311  SPS # LED have been reset 91320 S5
b @ Blocked by ext. fault 901.1691.11041.312  ACT # >Block menitoring dir. 91.509 SPS.
@ Crossbl. by ext fault 901.1691.11041.313  SPS # Block monitoring dir. 91317 SPS.
@ Cvaint faultdetected 901.1691.11041316  SPS # Functions in Testmode. 91329 S5
b LDIFF fast 901.1691.11071

Figure 47. Controllable signals included in the behaviour of the TR_PDIF1 in DIGSI 5

For an easier visualization see below a summary table:

LLNO.Beh EnTestMod RelBoOnTst LN.Mode LN.Mod LN.Beh

any value False True Off any value Off

any value False True any value Off Off

value False True On On value

On False True On Value value

On False True Value On Value
Blocked False True On Test Test/Blocked
Blocked False True Test On Test/Blocked
Blocked False True Test Test Test/Blocked

Table 4. Summary table of LN Behavior

&Please note that the test mode at the function level is only relevant for GOOSE messages. Sampled Values follow only
the general Test Mode of the complete device (Application_LLNO.Beh).

1.4.3 Setting the Test Mode in SIPROTEC 5 devices

In the SIPROTEC 5 devices it is possible to change the test mode of the complete device (Application_LLNO.Mod) or some
individual functions (LN.Mod) via IEC 61850. The Individual functions can be also locally modified in the device by
changing the corresponding setting (LN.Mode). As seen in the previous chapter a combination of them all give the final
behaviour of the function.

For example, if the complete device has been set to test, all individual functions will include this “test” in the calculation
of their behaviour. Therefore, if an individual function is in ON (Mode and Mod), the final behavior will be “Test”, but if it
is Blocked (Mode or Mod), the final behavior will be “Test/blocked”.
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Be aware of the precedence order:
Off > Test/Blocked >Test > Blocked > On

When the final “behaviour” of the function is set to test or test/blocked the device marks indications, also SMVs and
GOOSE, sent out with an additional test bit. This test bit makes it possible to determine that an indication was set during a
test and avoid unnecessary reactions in the receiving devices or systems.

1.4.3.1 Setting the complete device in test mode

The test mode can be changed for a complete device by setting the LLNO.Mod.Oper.ctlVal (General:Application mode)
(>=v8.30).

E E [SPROTECS view -] 8 B BABf Bs Es -
Name Active on interface | Description Comment
(All..) [=] .y [=] (an..) [=] .y [=]~
v licationBusBarProt lication BBP =
P P =
v N0 General
A, Mod [=] General:Application mode
#8eh v General:Behavior
#Health =] General:Health (61850 only)
& NamPlt ~ General:Name plate
Y LEDRs ~ General:LED reset
# Lockey =] General:Sw.authority keyiset
Y, Locsta =] General:Switching auth. station
PMitLey ] General:Multiple sw.auth. levels v
‘ngperties |‘i.‘.|nfc yHﬂ Diagnostics
General
Details :
User infarmation ainlly
Name: | Applicstion mode
. Original name: | Application made
Alternative name:
,
IEC 61850 name: | Mod o
IEC 61850 path: |S585/ApplicationBusBarProtiLLNOIMod

Figure 48.DIGSI 5 - IEC 61850 Test controllable signal

The values below are allowed by the Standard:
1.0n
2. blocked
2. test
4. test/blocked
5. off

a)
One option to set the mode is using the SIEMENS IEC-Browser. First make sure you Enable Write in the “Extras” Menu, as

shown in the Figure 4. Then, go to the Application, select the general logical node LLNO, go to CO-(Command) and click-
right on the “Mod"” Control:

Using Siemens IEC Browser

{9 Goose A | Write | Name Type{Len(arr])
5 & InfoReports [T Name
= SIPApplication ™ Type
@] CALHD [ Path
{8 LLND [~ Opersctival Integer (11])
{3 BR - (Buffered Reports) " OpersoriginsorCat Integer (1[1)
-5 CF - (Configuration) ™ OpersoriginSorident OctetStr (66[-64]
" OpersctiNum Ulnteger (1[1)
E-E8 €O - (Command)
88 FnctlO " OpersT UTC_Time (12(8
8 LEDRs [T OpersTest Bool (1[1)
83 LocSta " OpersCheck BitString (3-2)
3 Prot Connect to Device
©3 SWA  Disconnect from Device
23 swA
63 SwA Refresh Table
68 SwA Refresh Online Tree
29 SwA Refresh Value
@£ DC - (De
@83 EX - (Ex _ [
-8 RP - (Ur Start Reporting with RCB ...
-2 SE- (Se
EL"'lSGv(SG set all Files...
@) SP-(Se Delete all Files

Figure 49.SIEMENS IEC-Browser: Mode controllable signal
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As soon as the control dialog appears, you can set the test mode by entering the number of the desired state. Note that
we can not operate Application_LLNO to off via IEC 61850.

Command Wizard — O X

DataObject
SIPApplication/LLNOSCOSMod

-no description available-

Command
INC Value
1 Ok

Waiting for command

Figure 50.SIEMENS IEC-Browser: Test Mode Signal Control

The controllable “LLNO.Mod" according to IEC 61850 can also be switched from a SICAM SCC interface via IEC61850-8-1
MMS. See string example in the annex A.

b) Using local display

The test mode can be also changed from the display of the device. The corresponding menu can be found under:

Device Functions=> Operation Modes-> Application mode

Mainmenu e
Logs 1
Measurements 2
Cortrol 3
Sattings 4
bt ‘0. . 3 Devicefunctions 16
Communication B
.
Test & diaghosis El Reset functions F: Application mode
Security k) BOblocked
Date & Time 4 test
Localization 5
Ieas point H3ph1 B
jLogn ] @
<

Figure 51.Test mode change from operator panel in V8.30 or higher

1.4.3.2 Setting individual functions in test

Itis also possible to change the mode of individual functions in the lower hierarchy level as shown in the Figure 32.
Remember that the resultant behavior depends on the mode of the logical device and the setting as well.

a) Using Siemens IEC Browser

Follow the same procedure described before for the lower hierarchical level of a function.
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b)

=

O0-E-E-E
=) 5 [E) [

@
@&
&
@
&
L]

BB F-R-B

[#-1#

[F-1+

3T o W s B B e B
(E3)

3]

-8 SIPRec
(5] SIPRec_FaultRecorder
(td) SIPVI3p1
() SIPVI3p1_5051NOCgndB1
i) SIPVI3p1_50510C3phasel
() SIPVI3p1_67DirOC3phB1

= DID_PTOC1
8 CcF - (Configuration)

DC- (D«
EX-(Ex
SE - (Se
SG-(Se
ST-(St
SV-(Su

-t DID_PTOC.
-4 DI_PTOC1
=-{ GAPC1

-1 LLND

-4 PTRC1

(B SIPVI3p1_67N
i SIPVI3p1_Ene
(8] SIPVI3p1_Fund
() SIPVI3p1_Ope
] SIPVI3p1_ProcessMonitor
(5] SIPVI3p1_SwitchOntoFault

Connect to Device

Disconnect from Device

Refresh Table
Refresh Online Tree
Refresh Value

Start Reporting with RCB ...

Get all Files..

Delete all Files

Open ICD/SCD File
Close ICD/SCD File

Figure 52.SIEMENS IEC-Browser: Mode controllable signal of individual functions

Using local display

From the operator panel it is only possible to set the setting Mode to on, off or test.

Vi3ph1 4/8 67 Dir.OC-3ph-B1 1/8 Definite-T 1
General ] 1 11
50/510C-3ph-B1 3 Definite-T 1 off [1 off
50N/51IN OC-gnd-B1 4 Definite-T 2 3|Operate & flt.rec. blocked 02|Operate & flt.rec. blocked 0z
Inverse-T 1 no [2] no
67N Dir.OC-gnd-B1 ] Directional mode 03|Directional mode 03
Switch onto fault 1 7 [105] forward [105] forward
Inrush detect. 8 Method of measurement 04|Method of measurement 04
Mes.v fail.det g 8] fundamental comp. 8] fundamental comp.
Blk. by meas -volt.failure 0B[BIk. by meas.-volt. failure 06
[10] yes [10] ye
Blk.wi. inrush curr. detect. 07|Blk.w.inrush curr. detect. 07
[27] no [27] no
Threshold 08 Threshold 08
2] 1500A
Operate delay 10 HoS
[6] 0.30s o
test
= < < [ Crangelesc | $ |04

Figure 53. Mode change from operator panel in V8.30 or higher

Please note that if you change mode using the local display, you are acting on the Setting “Mode” and not on the
controllable “Mod” of the IEC 61850. The setting “Mode” can be also marked to be available in the IEC 61850
communication, so it can be remotely modified.

~ §iFD1_87TrafoDifffrot1

Transformer diff. 1:87Tdiff. prot. 1

L]

» LLNO PTD1_87TrafoDiffProt1/LLND

b 2e5_GAPCT = Transformer diff. 1:87Tdiff. prot. 1:General

~ 3.TR_PDIF1 O Transformer diff. 1:87Tdiff prot. 1:1-DIFF
A Mod = Transformer diff. 1:87Tdiff prot. 1:-DIFF:Mode (controllable)
$eeh Transformer diff, 1:87Tdiff. prot. 1:-DIFF:Behavior
@ Health =] Transformer diff, 1:87Tdiff. prot. 1:-DIFF:Health
@ NamFlt =) Transformer diff. 1:87Tdiff. prot. 1:-DIFF:Name plate
#str ™ Transformer diff. 1:87Tdiff. prot. 1:1-DIFF-Pickup
$0p Transformer diff, 1:87Tdiff. prot. 1:-DIFF:Cperate

Mode [=] Transformer diff 1:87Tdif prot. 1:1-DIFF:Mode.

sl [m] Transformer diff. 1:87Tdiff. prot. 1:-DIFF:Threshold
AOpDiTmms 0 Transformer diff. 1:87Tdiff. prot. 1:1DIFF:Operate delay
_Aelkop ] Transformer diff. 1:87Tdiff. prot. 1:1-DIFF:Operate & fitrec. blocked
_#Slopechl ) Transformer diff. 1:87Tdiff. prot. 1:-DIFF:Slope 1
AntsctnChi ] Transformer diff. 1:87Tdiff. prot. 1:1-DIFF:Intersection 1 Irest
Aslopechz ] Transformer diff, 1:87Tdiff. prot. 1:1DIFF:Slope 2
Antscnch = Transformer diff. 1:87Tdiff. prot. 1:-DIFFintersection 2 Irest

Figure 54. Mode Signal enabled to IEC 61850 transmission
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1.5 Sampled Values and GOOSE supervision

The supervision of sampled values LSVS and GOOSE messages LGOS is also supported in SIPROTEC 5 according to the
definition of the IEC 61850-7-4 Edition 2 and higher. These logical nodes can be used to easily monitor GOOSE and SV
communication.

The logical nodes LSVS and LGOS are used to supervise if a sampled value subscription (SV subscription) or GOOSE
subscription, correspondingly, operates normally.

Following data objects are used for sampled values:
* St: The status of the subscription (BOOL) can be true or false. If this value is true, the LSVS indicates that the
monitored sampled values are provided and forwarded to the application and that the status is OK.
¢ SimSt: The simulated or true data (BOOL) can be true or false. For further information, refer to the

IEC 61850-7-1 standard. When true, the subscription is accepting simulated data and forwarding it to the
application.

* ConfRevNum: Revision number of the configuration. The MU sends data with configuration revision. The client
expects a certain configuration revision. A mismatch of the ConfRevNum can be solved with a roundtrip in the IEC
61850 System Configurator.

* SvCBRef: Reference of the supervised subscribed SV stream
* Siemens-specific error status: These error statuses can be:
— General errors on the subscription, with information of the cause for false

— Time-synchronization errors

Error Status Meaning
DiagErrSmv LDES_NoErrar = 0 The 5V subscription works without errors.
LDES_WaitingForTelegram = 1 At the moment, no telegrams are received for the
corresponding 5V subscription.
LDES_SmpCntlump = 6 SV data for the corresponding SV subscription has
been lost.
LDES_Initializing = 7 The corresponding SV subscription is being initialized.
LDES_GeneralError = 9 A general error has been detected for the corre-

sponding SV subscription

LDES_ConfRev mism.
LDES_ConfRev miss.
LDES_SV 1D mism.
LDES_Appl. 1D mism.
LDES_Broken telegr.
LDES_Data delay error = 10 Currently, there is an internal problem with data
buffering of the SV Stream. If this indication persists
for a longer period of time, it is possible that
publisher andlor subscriber of the affected SV stream
are not correctly time-synchronized.

However, a temporary occurrence of this indication
does not indicate an error and is possible in the
following cases:

Mot being used currently, will be hidden or enabled in
future version

- The publisher andior subscriber of the SV stream
are switched on.

#  The time source changes.

#®  The time-source status changes

DiagSynch LD5_Initializing = O The time synchronization of the corresponding SV

subscription is being initialized

LD5_GlobalTimeSynch = 1 The time synchronization source meets the required
accuracy and is time traceable

LD5_LocalTimeSynch = 2 The time synchronization meets the required accuracy
and is not time traceable.

LD5_GeneralError = 3 The time synchronization of the corresponding SV
subscription indicates a general error.

LDS_MNoTimeSynch = 4 The time synchronization of the corresponding SV

subscription is not active or does not meet the
required accuracy.

LDS_SmpsynchMismatch = 5 The time synchronization of the SV subscription is in a
state other than global and this state is not allowed in
the subscriber per 102.1031.0.106 SmpSynchid.
LD5_SyncharcldMismatch = 6 The time synchronization of the SV subscription is in
state local but is synchronized from a different time
source compared to the subscriber.

Table 5. SV error status
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Following data objects are used for GOOSE Messages:

* NdsCom: If the value is TRUE, this indicates that the parameterization of the subscription is faulty. You can find
detailed information in the object DiagErr.

¢ St: If the value is TRUE, the GOOSE connection is active. If the value is FALSE, the GOOSE connection is inactive.

¢ SimSt: If the value is TRUE, GOOSE messages with set simulation bit are accepted. For this, you must switch the
device to the GOOSE simulation mode. If GOOSE messages with set simulation bit are no longer received, the value
remains TRUE until the simulation is turned off.

¢ ConfRevNum: This object contains the expected ConfigRev number according to GOOSE parameterization.

* RxConfRevNum: This object contains the received ConfigRev number of the GOOSE connection. This number
must match the ConfRevNum, otherwise, NdsCom is set to TRUE and you must adapt the parameterization.

* DiagErr: This object contains the following information in case of GOOSE-connection errors:

— 0: NoError

— 1: WaitingForTelegram

— 2: ConfRevMismatch

— 3: GolDMismatch

— 4: DataSetReferenceMismatch
— 5: NeedsCommisioning

— 6: DataSetMemberMismatch
— 7: Initializing

¢ GoCBRef: This object contains the object reference of the monitored received GOOSE control block.

The GOOSE supervision must be activated with the setting Enable GOOSE Supervision in DIGSI 5 under Settings > Device
settings. This option can be only enabled for devices with IEC 61850 Edition 2 or higher. Moreover, the GOOSE
supervision requires a FW V7.80 or newer. The corresponding configuration must be done in the IEC 61850 System
Configurator. For Siemens devices the supervision node will be automatically created when the subscription is
parametrized.

~ gy Settings Binary input channel threshold: |Lw."44 v, High: 88 v |'|
? Device settings Used time stamp in GOOSE subscriptions: | Onmessage reception |'|
9’ i e = Visibility of settings in IEC 61850 structure: | Hide all settings |'|
b er Fower system
. Visibility of SIPROTEC extensions in |[EC 61850 structure: | Hide all SIPROTEC Extenslnn:i v|
» i;’ Recording
b G| Transformer side 1 Use dynamic reporting: E
» Gg| Transformer side 2 Block IEC 61850 settings changes: [l

» G Transformer diff. 1

Resenv.time for com.prot.: |120 | 5
» G Circuit breaker 1
» %] Circuit breaker 2 Access point used in Edition1: | Mo access pointis specwﬁedl v|
» iof Charts Use alternative signal names: D
> 9 sefetyand securiyy Station name: | Substation name |v|

= IEC 61850 structure

Figure 55.GOOSE supervision enabling

The Sample Value (SV) supervision is enabled automatically when the process-bus 9-2 Client protocol is activated in the
ETH-BD-2FO module. One supervision block will be created for each subscribed stream. The configuration must be donein
the IEC 61850 System Configurator. For Siemens devices the supervision node will be automatically created when the
subscription is parametrized.
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w [Fs585 40 T 7zsssa0
v w ComSupervision_sv Com.supervision_SV supervision
[ EE Subscription 1
—_'ﬁLSVSZ Subscription 1
fagLsvss Subscription 1
agLsvse Subscription 1
1agLsvss Subscription 1
1aLsvss Subscription 1
agLsvs? Subscription 1
:'ﬁLSVSE Subscription 1
—_gLSVSB Subscription 1
—_'ﬁLSVSm Subscription 1
—_'ﬁLSVSﬂ Subscription 1
HagLsvs12 Subscription 1
agLsvs13 Subscription 1
agLsvs1e Subscription 1
fLsvzs Subscription 1
fpfLsvse Subscription 1

Figure 56. Configured LSVS in IEC 61850 System Configurator

1.6 Conclusion

The SIPROTEC 5 family is prepared to offer the required support to the challenges brought by the digitalization of the
process level.

New ways of testing must be implemented to cover different scenarios without jeopardizing the reliability and safety of
the system. As such, it shall be possible to disable or isolate one specific device for replacement or testing purposes
without affecting the rest of the system. Using the mechanisms provided by the IEC 61850 standard is possible to achieve
that goal. Those mechanisms are given by the proper use of the simulation and test modes.

Moreover, the smoothly operation of the system can be monitored from a central place thanks to the supervision
possibilities available through the LGOS and LSVS logical nodes.

As a general recommendation, set the device in Test before activating the Simulation messages. As a result, the device
outputs will be labeled as “test” and will not be used for operation purposes.

Additionally, the parameters 91.150 (EnTestMod) and 91.151(RelBoOnTst) must be set to false and true respectively in
order to grant a response of the device as foreseen in the IEC 61850 Standard. Be aware, that the outputs are then by
default NOT blocked, and this is the opposite behaviour to what we got used to in the past.
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Annex A

Configuration and C-Script example for changing IEC 61850 modes from the HMI- SICAM SCC

1) Details of project functions to be found here when opening Global Script

_i+ ProcessbusCompact Name

[ Computer ) 5CC_CommandExecute
4l Tag Management 5CC_CommandAnalogQoC
SCC_CommandAnalog

SCC Command signedVal

& SCC_Command

- A Graphics Designer
2" Menus and toolbars
4] Text and graphics lists

.4 Alarm Logging

 SICAM Dynamic Alarm Filter

| Tag Logging

=12 SICAM Network Manager

45 SICAM IEC Wizard

&% SICAM PAS Wizard

~fes SICAM Import/Export Wizard
&) Report Designer

= J:, Glebal Script

£ 4] C-Editor

ctions

tandard functions

roject functions

=] SicamPAS

SicamPCC

SicamSCC I}
Misc

System

A&7 VRS-Fditar
a) From SCC towards Siprotec device use commands

b) Regularly just use this dialog for implementing Command using C-Script. Example to a mouse click of a button

]

Propeties Everts Texts  Animation

Button Execute on Action
Mouse rs
Keyboard /f
< 7
Facus -
M llaneous -
o sce - Press Right s
=Property TOpIcs | 1 case Right =
c) Add C-function by double clicking
W Edit A
-d | X |8 X [ %W A 2 [ 5 | Dynamic: Project sstting b

[#inchude “apdefap.h®
void OnClick[char IpszPicturehlame, chart Ipsz0bjsctiame, char IpszPropertyh ame)
i

sicampas
sicampec
(=] sicamsce
-2 command
#) 5CC_Command
SCC_Command _sic
SCC_CommandAn
SCC_CommandAn

#] SCC_CommandExe Assigning Parameters ? 'Y
misc
ystem Function Name: SCC_Command
DisplayCemmLinesGlobal
Picture.Change Description Data Type Value
Standard functions p_cTagName char p_cTagName
b - p.iValue long int p.iValue
- Internal functions p_dwValueType DWORD p_dw\ValueType
p_dwDuration DWORD p_dwDuration
p_dwCOT DWORD p_dwCOT
p_bMNoSynch BOOL p_bMNoSynch
p_bMNoLock BOOL p_bMNoLock
cancel

d) Click on “OK” in picture above
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e) Command function without arguments will be added

5 sicampas woid OnClick[char® pszPictureM ame, char® Ipsz0bjectame, char® IpszPropertyl ame)
*

sicampce

sicamscc

command

2 SCC_Command

5CC_Command._sic SCC_Command(p_cTagMame,p_ialue p_dwhalueT ype.p_dwlurationp_dwCOT.p_bMaSwnch,p_bMalock];

SCC_Cemmandéin

SCC_Cemmandéin '

SCC_CommandExe

misc

= system

DisplayCemmlinesGlobal
.38 Picture_Change

v Standard functions

f) Arguments to be added according to list below

[ Edit Action
Sl XE A X (Ot A 2 5 | Dynamic: Project setting -
EI% Project functions Hinclude "apdefap.h"

AfReturn-Type: woid

[/ R R R R R

//

// Project: SICAM SCC

// Department: EM DG PRO D

// Module: SCC_Command. fct

// Date: 2016-11

//

// Content: SCC_Command

//

// This function sends commands with DIGITAL values.

//

et

// ATTENTION: >>>>>>>>>>>>>>>>>>>>> FOR DIGITAL VALUES ONLY
<LLLLLLLLLLLLLLLLKL

[ MMM oo

//

//The following parameters are required:

// p_cTagName: command-variable-name (e.g. "BayOl disconnector0l1" without ".value");

//

// p_ivValue: 1 = off, 2 = on (for pulse output command, other values see description)

//

// p dwValueType:

// 13 = eStaticOutputCommand, DauerSchaltbefehl

// 14 = ePulsOutputCommand, ImpulsSchaltbefehl <-- use for switch
operation

// 15 = eContinousControlCommand, KontinuierlicherStellbefehl

// 16 = eAutoRecloseCommand, KurzunterbrechungSchaltbefehl

// 17 = eTapPositionCommand, TrafostufenStellbefehl

// 18 = eSetPointBitString8Bit, SollwertDigital8Bit

// 19 = eSetPointBitStringl6Bit, SollwertDigitall6Bit

// 20 = eSetPointBitString24Bit, SollwertDigital24Bit

// 21 = eSetPointBitString32Bit, SollwertDigital32Bit

// 25 = eGenerallInterrogationCommand, GA Anforderung

// 26 = eMeteredValueRestoreCommand, Umspeicherbefehl

// 27 = eOrganisatoryCommand, OrganisatorischerBefehl

// p_dwDuration: timeout for the command in seconds

//

// p_dwCOT: cause of transmission, i.e.

// 16 = CB check back - Select before Operate

// 19 = CO command; Befehl

// 25 = AB Abort; Abbruch

//

// p_bNoSynch: Qualifier of Command for synchronized switching

// 0 = with synchronization (default and for use with SICAM PAS systems)

// 1 = without synchronization (don’'t use with SICAM PAS systems)

//

// p_bNoLock: Qualifier of Command for interlocked switching

// 0 = with interlock check (default and for use with SICAM PAS systems)

// 1 = non-interlocked (don’t use with SICAM PAS systems)
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//

//

R A A A A A A A A A A AR A A A A A A A A AR A
//

// COPYRIGHT (c) SIEMENS AG 1999-2017

//
gz sttt st s R R R T TS
//

// 2017-02-24 EM DG PRO D Muerling QoC processing changed, parameter description
digital only

//

// 2016-11-02 EM DG PRO D Hartinger new for SICAM SCC V9.00, with QoC and Abort

//

// 2007-07-04 PTD EA D TC 14 J. Binder New, enhancement of PAS Command Integer V500

//

[/ E A R R R R R R R R R R
//

//

2) Examples of C-Scripts
a) Example to set a Siprotec in Test Mode 1
SCC_Command("ProcessbusCompact_7SL87_Line1_c_Application_General_Test_mode",1,14,1,19,1,1); /IReturn-Type: void

b) Example to set a Siprotec in Test Mode 2

SCC_Command("ProcessbusCompact_7SL87_Line1_c_Application_General_Test_mode",2,14,1,19,1,1);

c) Example to set a Siprotec in Test Mode 3

SCC_Command("ProcessbusCompact_7SL87_Line1_c_Application_General_Test_mode",3,14,1,19,1,1);

d) Example to deactivate protection function ANSI 50/51

SCC_Command("ProcessbusCompact_7SL87_Line1_c_Ln1_50_511_General_Mode__controllable",1,14,5,19,1,1);

e) Example to activate protection function ANSI 50/51

SCC_Command("ProcessbusCompact_7SL87 Line1_c_Ln1_50_511_General_Mode__controllable",2,14,5,19,1,1);

f)  Example to activate Goose/SV Simulation mode

SCC_Command("ProcessbusCompact_7SL87_Line2_c_Application_Device. GOOSE_SV_sim_mode",2,14,1,19,1,1);

g) Example to deactivate Goose/SV Simulation mode

SCC_Command("ProcessbusCompact_7SL87_Line2_c_Application_Device. GOOSE_SV_sim_mode",1,14,1,19,1,19);
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