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POWER AUTOMATION TECHNOLOGIES

DIGSI 5 QUICK NOTES

DIGSI-5-QN0008: Get Settings & Fault Records from a relay:

This issue of DIGSI 5 Quick Notes covers:
e Connection to relay via front panel USB
e Connection to the relay via Ethernet (with PC in the same subnet)
e Extracting settings & fault records
e  Extracting just fault records

The described methods do not require an existing setting file, and therefore create a ‘plug-and-play’ version
of the setting file. That is, plug-and-play settings are not intended for modification and loading back into the
relay. This is a precaution in case IEC 61850 protocols are being used, as the plug-and-play setting file would
not have Station Level information.

These instructions assume the required device drivers for the relay firmware, and protocol drivers are
installed within DIGSI 5. If not warnings will be given indicating if device drivers first need to be downloaded
and installed.

DIGSI-5-QN0009 covers the connection method in more detail and adds instructions for Remote Engineering
Access situations where the relay may be in a different subnet.

1: Create a project (Project/New)

Project Edit Wiew Insert Online Options Tools Window Help

G Mlgmepo 8 X B E X 002 2 5 X S Y

[ Device: Project/New
OO =]

Create a new project

Froject name: | QM-Fault_Record

Path: | Cl\UserslwarwickiDocumentslAutomation =

Author: | Warwick

Comment: fad

Create ] Cancel

If you do not first create a project, you still can go online, individually access and save logs, fault records
and measurements. However, we recommend creating a Project first which allows all data and settings
to be saved (creating project first uses less steps)
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2: Make a USB connection to the relay

], DIGSI 5 V7.30 - C:\Users\Wwarwick\Documents\Automatio

Project Edit View Insert Online Options  Tools  Win

Gf (MR saveproject & M 2 03 X O (¥ -
Project tree m 4
Q@

P ] QMFa uIt_Ftecori/

™ .
* g Online access

1 Displaythide interfaces /
~ r‘_u SIPROTEC 5 devices connected \.ria/U'S/B =]
y ¢ i

7 Update accessible devices !
¥ [ 7 Intel{R) 82579LM Gigabit Network Connection i

Click Online access, expand out “SIPROTEC 5 devices connected via USB”, then click on “Update
accessible devices”.

At the bottom right of DIGSI, a progress bar is provided during the search for a USB connected relay.

Scanning interface 5.

When device is found, it will be listed in the Project tree view.

| DIGSI5V7.30

Project  Edit View Insert  Online Options Tools  Win

5 (3 Bl seveproject & ¥ ¥ ) X s (s 4
Project tree m 4
OO

(i Online access
1 Displayhide interfgeés
~ [}l SIPROTEC 5 deyices connected via USB LA
27 Updatepfcessible devices
< 75L87-P1C48 Dnpip new (Unassigned 75187 ﬂ'
[ Device information
45 Refresh device data g
» [J Intel(R) 825791 M Gigabit Network Connection il

At this point the Device Information is available to allow confirmation that the correct relay has been
connected to.
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3: “Copy online device to project”

E DIGSI 5 V7.30 - C:\Usersiwarwick\Documents\Automation\QN-Faul
Project Edit View Insert Online Options Teols Window Helj
Ui 3 soveproject & ¥ 58 1 X D2 (42 3 & @

Project tree

Devices
EoQ

* ] QN-Fault_Record
T Singledine configuration
ﬁ Add new device
2 Devices and networks
» | IEC 61850 stations
» [5]) Document information
» [ Frames
» ,rj-]] Cover pages
v @ Languages & resources
~ [jg Online access
§ Displayhhide interfaces
+ [J) SIPROTEC 5 devices connected via USB
ﬁgh? Update accessible devices

e TSLETF

Right click

R

Disconnect device Alt+Ctrl+F

Add new device

@ Properties... Alt+Enter

Right click on device in Online access Project tree view and select “Copy online device to project”

4: Create plug-and-play project

Select “Yes”.

Copying online device (000T:000003)

I Create a plug and play only project?

Copying an online device to an empty project will mark it as plug and play
only. Offiine configurations within a plug and play project cannot be loaded
into a device_

1,5 DIGSI 5 V7.30 - C:\Usersiwarwick\Documents\Automatid

Project Edit View Insert Online Options Tools  Wir

Gf (Y B saveproject & M 25 = X D (¥ -

Project tree m 4

Devices
5 QO

¥ | ] QN-Fault_Record

? Single-ine configuration

ﬁ Add new device

ﬁ%ﬁ Devices and networks

= [0 75L87-F1C48 Drpip new

E) Device information
@ Hardware and protocols
F? Messuring-points routing

/ Offline instance now appears in Project

Settings and log files are now copied from the Online instance of the relay, to an Offline instance
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5: Select the desired fault records
At this point, only ‘Settings’ and ‘Logs’ are copied to the project.

In the offline instance, navigate to Process data/Records/Fault Records, and double click.
L DIGSI 5 V7.30 - C:\UserswarwickiDocuments\Automation

Project Edit View Insert vind

Cf [ B saveproject 5 &
Devices

OO [

~ ] QN-Fault_Record g

? single-ine configuration

B Add new device

g Devices and networks

v [ 75L87- P1C48 Dnpip new 2

|F‘_o Device information
@ Hardware and protocols
f? Measuring-paints routing
« Functiongroup connections
#& Information routing
? Communication mapping

b g Settings

3 rﬂal Charts

» [ Display pages
i1 Safetyand security

b g Testsequences

~ & Process data

+4 Refresh device data

] _ Logs
~ | Records
724 Fault Records v

JE Indication snapshots

} DIGSI 5 V7.30 - C:AUsers\warwick\Documents\Automation\QN-Fault_Record\QN-Fault_Record

Froject Edit View Insert Online Options Tools Window Help
i M saveproject & X = X D2 » 4+ & X H] B
QN-Fault_Record » 75L87- P1C48 Dnpip new » Process data » Records » Fault Records

Devices

)
b L4 Testsequences Tirme stamp Fault number Name State
¥ —H Process dats [_] 14.05.2017 05:52:56.828 1 FRADOOOT New
*3 Refresh device dats [ 14.05.2017 06:06:33.269 2 FRADOD02 New
b i |Logs
v | Records

4 Fault Records
EEE Indication snapshots
3 E‘E Measured-value snapshots
» 23 Charts - Trendidynamic display & force ta... ’7

» _ | [EC 51850 stations

After double clicking in the Project Tree, the Fault Record window will open in the centre window. Click
the two little check boxes above the “Record list” tab, which will select all the records in the list.
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6: Download the Fault records
Click “Download”.

QN-Fault_Record » 75L87- P1C48 Dnpip new } Process data » Records » Fault Records

g E'L-. Read records E‘L-. Download gf start fault record @ "——I'X o ey X
Record list
Tirne stamp Fault nurwber Mame State
@ 14.05.2017 05:52:56.828 1 FRAQOOO1T New
E 14.05.2017 06:06:33.269 2 FRADOOQOZ New

Note the State, now changes from “New” to “Dow

QN-Fault_Record » 7SL87- P1C48 Dnpip new *» Process data » Records » ault Records

v E_L-. Read records [f4 Download 73 Start fault record % ||=I—>( o =Y X
Record list
Tirne stamp Fault number Name State
@ 14.05.2017 05:52:56.828 1 FRADODOT Downloaded
E 14.05.2017 06:06:33.269 2 FRAQODOZ Downloaded

In this process a snapshot of the records available in the device at connection time are shown. The “Read
Records” can be used to update the display showing any new records created in the device since the last
snapshot.

In this example we have created a new plug-and-play file and download all records. However, it is also
possible using the check boxes to just select records of interest for downloading.

Where an existing project file has been loaded with earlier saved data, and then the relay is connected to
again with that project file open, new records can be added to those already downloaded.
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7: Viewing the Record

If SIGRA is installed on your PC, when the record is downloaded, it can be open in SIGRA from within
DIGSI 5 (or otherwise it will use the built-in COMTRADE viewer). Double click the record to open. The
fault record can also be exported in COMTRADE format for use with other applications.

QN-Fault_Record » 75137- P1C48 Dnpip new » Process data » Records » Fault Records

z B Read/réorus [E% Download =3 stantfaultrecord  [Bg T #Q &4 X
[ Record I'ig 14.05.2017 06:06:33.269-2 |

S5 = v - () 0F) e B 8-

- Time \easuring Signal Value Name: 7SL87- P1C48 Dnpip new BI1111000001 -
/—l Save record | l - - File path CL KD QN-Fi
S [satas7ms (Hone) Start time 140812017 | 6:06:33 8.m. 268 E
Ml cursor 2 |s&3 623 ms (Mone) Sample rate: 2000 Hz
'Value representation: secondary il
c2-c1 [332.167ms . = T
] .
Trigger
14/05/2017
6:06:33 a.m..269
|
MPI3p1:l A/mA
. 1
o 0.1, B2, A3 P 113 A &7 fot} 08 i
0.0 NI -
10

=T P i

8: Get other Process Data

Instantaneous Measurements:

If you also want a copy of instantaneous measurement values, navigate in the online section to:
1) Indications
2) Measurements (where multipe measurements are available for each function group)

Each screen is similar to below. It may take a few seconds for the Snapshot button to appear. Select
“Snapshot” and repeat taking Snapshots for each Measuremerit groups you want to save. The data is
automatically saved in the offline project.

LE DIGSI 5 V7.30 - C\Users\wwarwick\Documents\Automation\QN-Fault_Record\QN-Fault_Record

Project Edit VWiew Insert Online

3 (3 B saveproject S

Options  Tools  Window Help

X D 3 @

en =

Devices /
HOO g snapshot [}, Reset showveluesas: [primary |+ Y
& Thevalues are displayed from normal operation. Setireset of energy, user-definad values, and min/max/avg values is allowed
1 Dicplayihide interfaces
~ [ SIPROTEC 5 devices connected via USE LR showd g
oW device mode
Eﬁ: Eedaisiiessnhg dE“ES_ = J Operational values H Fund./sym.comp. ” Function values || Min/max/avg. val. ” Energy ” User-def. values
e {755 7 G115 Dn prpine( (s sianed)] & Measurements ‘Va\ue Quality Number
[ Device information = = -]
44 Refresh device data perations|values
v T ] Logs f --- questionable (process) 21.761.10211.304
. jR J 7 Vph:A 0kv good (process) 21.761.10031.302
ecords
1 indicat VphB 0kv good (process) 21.761.10031.302
ndications
Messurements Vph:C 0kv good (process) 21.761.10031.302
G f 3 VppAB 0kV good (process) 21.761.10031.301
] Gircuit breaker 1 Vpp:BC 0kv good (process) 21.761.10031.301
ircuit breaker
8] Aol . Vpp:CA 0kV good (process) 21.761.10031.301
Analog units
= Devlceg Vphres 0kv good (process) 21.761.10031.302
R :t it VN 0kv good (process) 21.761.10031.305
3 Test suite
= IphA oA d ) 21.761.10031.300
v (1) Intel(R) 8257911 Gigabit Network Connection 5 ‘Ph‘; Uf 9°°d Epme“‘ —
phl A good (process) F61. d
Iph-C 0A good (process) 21.761.10031.300
Iphres 0A good (process) 21.761.10031.300
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9: Save the project
Save the project to save the new downloaded data in the Offline project file.

Refer to DIGSI 5 Quick Notes 0001 for information on methods for sending DIGSI 5 project to others.

The process is similar to that for extracting data via the USB explained earlier in this document. It is only Step
2 that differs.

This assumes your PC IP address is in the same IP subnet as the protection relay Port J. Quick Note 0009
details the connection method for accessing the relay via an Ethernet SCADA interface.

2: Make a Ethernet connection to the relay
} DIGSI 5 V7.30 - C:\Wsersiwarwick\Documents\Automation\Pra

Project Edit View Insert Online Options Tools Window
Gf (Bl saveproject & X 5 5 X D (H: o 4

Project tree o 4
Devices

% @ ©

F | ] Projectl E
¥ (1 Online access

1 Displayhide interfaces /

- Eﬂ Intel(R) 82579LM Giga bit Network Connection -ﬂi‘,
#2 Update accessible devices
- 75L87-P1C48 REAE (Assigned) 5

|F'_ﬂ. Device information
*4 Refresh device data

Click Online access, expand out and find the entry that matches your Ethernet connection, then click on
“Update accessible devices”.

At the bottom right of DIGSI, a progress bar is provided during the search for a Network connected relay.

Scanning interface 5.

When device is found, it will be listed in the Project tree view.
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The follow process can be used if you just require a fault record, but not settings or any other process data.

1: Make an online connection (via USB or Ethernet) to the relay

2: Navigate to the Fault Records
The right window will open, when “Fault Records” in the Project Tree is double clicked.

} DIGSI 5 V7.30

Project Edit View Insert Online Options Tools Window Help

Gi D saepoject & ¥ E X N 3¢ @ o2k U ¥
Devices f
j O 0 B 8 E‘_L-. Read records E‘_L-. Download EE start fault record E‘_Z I—"—',\ ooy X
Record list
= r\_m Online access Time stamp Fault number Name State
1 Displayhide interfaces [} 14052017 05:52:56.828 1 FRADODO1 New
~ 7 SIPROTEC 5 devices connected via USB L2 ¥ 14052017 06:06:33.269 2 FRADODOZ New

fi? Update accessible devices
= 75L87-P1C48 Dnpip new (Unassigned 75187 @ /
|F'_o Device information
+4 Refresh device data
» E_ Logs
* | Records
=k Fault Records
L Indications
» Measurements
b /) Testsuite

» [ Intel(R) 82579LM Gigahbit Network Conngction &‘Ill

Select the record of interest, the select Download. The state changed to Downloaded

5 [E% Read records [f Downlosd 2 Startfaultrecord B T3 ¥ et X
Record list
Time stamp Fault nurnber Mame State
D 14.05.2017 05:52:56.828 1 FRAQDOOT New
E 14.05.2017 06:06:33.269 2 FRADDOOZ Downloaded
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Select Export, and an Export dialogue box opens to allow the COMTRADE file to be saved.

B [ Read records [§4 Downlosd ¥ Start fault record . [Bg Ty et X
Record list

Time stamp Fault number Name N_ffte
D 14.05.2017 05:52:56.828 1 FRADOOO1 New
E 14.05.2017 06:06:33.269 2 FRADOOO2 Downloaded
{® Export fault record / ==
&)=} » WervickBeech » Application Data + ‘ ~ [ 43 ][ search Application Data 2]
File name: -
Save os type: | CFG Files (*.CFG) .

The Device-diagnosis log, is a log useful to Siemens in cases of complex device support issues. This log is not
saved with the other relay logs.

If the relay is in Process Mode/Commission Mode or Simulation Mode:

Go online to the relay, selecting ‘Device Information’ in the Project Tree, double click on Device
Information. In the main screen that then opens select the Logs tab, and in the tree structure of that window
select ‘Device-diagnosis log’, and then the arrow icon ‘refresh button’. Finally use the CSV icon to save a copy
of the log file.

IR ZED

Project Edit View Ins

Options  Tools  Vindow  Help

F D soveprojet & X K e e ae HilS
Devices LDevice information H Resource consumption H Logs H Time information H Diagnostic information ‘
i =l & st K
~ Logs Time stamp Message number |Indicatio)
T Device-diagnosis log ~ 11.02.2019 12:59:29.636 UTC...
- p«ﬂ Online access Securitylog 10.02.2019 20:24:08.686 212 The startup ofthe device was successful.
Y Displayihide interfaces 08022019 01:42:56263 4738 Ausiliary-power Sypply failure: Check the external power supply.
» Eﬂ COM<7> 'E:; 07.02.2019 21:10:46.601 212 The startup of the dgvice was successful.
] Eﬂ COM<B> ﬁ:‘; 07.02.2019 16:31:15.463 2112 The startup of the device was successful_
» [ com ) 07.02.201901:03:40610 4738 Auxiliary-power supply failure: Check the external power supply.
» Eﬂ COM <B> 'E:; 06.02.2019 22:41:25.501 212 The startup of the device was successful.
» [ coMad> % L 04022019 23:24:20725 4738 Ausiliary-power supply failure: Check the external power supply.
» Eﬂ COM 3> 'E:; i 04.02.2019 23:23:48.463 212 The startup of the device was successful.
» [ com<s> % il 14.01201900:57:15.806 4738 Ausiliary-power supply failure: Check the external power supply.
» Eﬂ TCRIP 'E:; : 13.01.2019 22:22:55.581 212 The startup of the device was successful.
- Eu SIPROTEC 5 devices connected via USE '@, 13.01.2019 20:46:16 323 4738 Auxiliary-power supply failure: Check the external power supply.
fi? Update accessible devices 13.01.2019 19:48:43464 2112 The startup of the device was successful.
- SL87 (Unassigned 75L87 device! 06.12.2018 20:02:06.759 4738 Auxliary-power supply failure: Check the external power supply.
Device information H 06.12.2018 19:59:50.450 2112 The startup of the device was successful_
e Refresh device data 06.12.2018 19:52:24.394 212 The startup of the device was successful.
» Eu Intel(R) 82579LM Giga bit Network Connect... Fill 2111201801:10:46111 4738 Auxiliary-power supply failure: Check the external power supply.
» [ Intel(R) Centrino(R) Ultimate-N 6300 AGN Tl 21.11.2018 01:04:41.475 2112 The startup of the device was successful.
] Eﬂ PCinternal [Local] 1] 21.11.2018 01:03:34 821 212 The startup of the device was successful_ ’j

If theireléy isin the FaIIbaZk mode, then contact us for a copy of SIPROTECS FixIt software, a tool for
extracting diagnostic information in that case.
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