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POWER AUTOMATION TECHNOLOGIES

DIGSI 5 QUICK NOTES

DIGSI-5-QNO0006: PTP:

This Quick Note provides a variety of information related to testing of PTP and SIPROTEC 5 Protection Relays.
Please also refer to:

e DIGSI 5 Quick Note 3

e Siemens Application Note SIP5-APN-022

e Siemens Application Note SIP5-APN-028

We recommend in your early use of PTP:

e When a new network switch is being used for the first time and its settings have not been proven,
first test with a direct clock to protection relay connection — proving PTP clock-to-protection relay.
Then introduce the network switch and the VLAN settings (it is normal practice to have PTP running
via its own VLAN).

e Initially, have only one PTP source on the network (remember PTP is broadcast) - to eliminate
conflicts (especially if non PTP aware switches are being used).

e Connect a Tekron PTP Translator in to the network — this provides a useful intermediate test point to
check PTP signals.

e SIPROTEC 5 relays can sync to a secondary time source if the primary time source fails. If a secondary
source is set and active, keep this in mind when testing.

Remember that PTP is a TAI/UTCI"Y based time protocol:

e If adjusting just the local time in the source clock (by adjusting UTC offset) the protection relay will
not alter its time.

e |[f testing the source clock ‘daylight saving’ change by transitioning start/end of daylight saving time,
this may not affect the protection relay as the clock UTC time does not alter. The protection relay
will only update its time for daylight saving if settings in the relay match the same start/end times.

e SIPROTEC 5 relays can be set to sync from a primary source with secondary backup. If the active
source is PTP, daylight savings is controlled by the relay settings. If the active source is IRIG-B then
daylight savings is controlled by the clock settings. [Need to actually test and confirm]

[1] PTP is actually TAl based (International Atomic Time). In 1972 TAl was the same as UTC but since
then UTC has had 37 leap seconds added (to-date) to account for the slowing of earth’s rotation. As
leap second information is included within the PTP protocol, the relay works out and internally uses

the UTC equivalent.
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1) Tekron clock (with PTP licence)

a. Assign IP address for Tekron clock Ethernet port being used

Tekron Config 42.1.10 - Connected to NTS 036+ G.N. 71062). L. W . (=1 =

(4 | ] T=RON

Clock [1/0 | Network

ance | GPS (Disabled)|

Advanced Optiors [

Network Information
NTS 03G+
ADMIN/ETH1

Basic [NTP | PTP | SNMP | Notfications |

Netwerk Protocol Enable

b. Enable PTP for that port and select Power Profile (Click C37.238 Profile)

|P Address: 10.233.140.19
~Netmask: 255.255.255.0
- MAC: 00:1D:7F:80:09.C2
- Serial Number: 02438

ETH4

Grandmaster Prorty #1
Defauk Domain

Delay Asymmetry (nS)

Netmask: °

128 5| #2 28
0B
\0.00 =

) Status

Netmag: 0.0.00
MAC: 001D 7F-80:09.C3 Sync tsrval Profies
Seral Number: 02499 Gz

Forced Slave (Class 255 [C]

-IP Aekdress: 00.0.0 Farced Master []
Netmask: 0.000
090t 38265 1 Uricast & Aemate BUC. [
Serial Number 02500 682751 Atemate BMC 7]
Ge265.]
M master clock class 265 = |
682751

C37.238 is the Power Profile
P2P is Peer-to-Peer variation
E2E is Edge-to-Edge variation

not.

Peer-to-Peer can be used when all network switches support PTP, Edge-to-Edge is intended for where some network switches do

2) SIPROTEC 5 Relay

This example assumes Port E is an Ethernet interface and is to be used for SCADA and Time Sync. ‘Port F’ or

the Remote Engineering ‘Port J’ may also be used.

a. Set ‘Port’ E IP address within the same subnet as used in 1a

"

General

Ethemet addresses)

Details
« Channel 1 settings
Homepage settings

DNP3 Ethernet setings

Ethernet addresses

Interface networked with

Subnet: | ot networked

Add new subnet

Uine Mode settings

IP protocol
e # e "‘—
:

(@) Use the following IF address
IPaddress: | 10 233 140 .1

Subnetmasie | 2sc 2es 265 o
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General |

b. Enable IEEE 1588 (and for test purposes the “Homepage”)

Ethernet addresses
Details
-
Homepage settings
IEEE 1588 settings
DNP3 Ethemet settings
Line Mode settings

Channel 1 protocol settings

Network protocols

] oep

] shwe

[ snw

[] SUP Ethernet
¥ Homepage
[ IEEE 1588

Network redundancy protocols

Selected protocol:

Communication protocols

Selected protocol:

Default communication mapping:

Homepage

Line Mode

DNP3 Ethernet

Userdefined mapping

Homepage settings

103.1031.0.104

IEEE 1588

Homepage Mode: | cn

1

No additional settings needed for this protocol.

Froject  Edit  View Insert  Online

Qptiens

G (W] soveproject @ M 2 2 X 9 (4 4

c. Select Time Source 1 to be Port F

¥ DIGSI5V7.30 -

Tools  Window  Hel

=

Ci\Userswarwick\Documents\Automation\PTP Test Uploadable\PTP Test Uploadable

Devices

PTP Test Uploadable » 7SL87- P1C48 Dnpip new » Settings » Time settings

HQQ

~ ] PTP Test Uploadable
T singledine configuration
¥ Add new device
gy Devices and netwarks
~ [ 75187-P1C48 Dnpip new
[ Device information
[ Hardware and protocols
B Measuring-points routing

2= Infermation routing
T Communication mapping
~ i Settings
[ Device sertings
©2 Time sentings
» T Power system
» 42 Recording
b &3 Line 1
b &3] Circuit breaker 1
» &3] Analog units
» [l Charts
» fqDisplay pages
i Safetyand security

~{ Function-group connections

r* [Editmode: Secondary

| [Active: settings group 1

Time confit

| &= 8w =

General

b - Testsequences

b _f Process data

| IEC 61850 stations
.@ Load configuration to devices

| o Eereiem o A

» [Z2 Charts - Trendidynamic display & force table

(<]

Switch deylight sav. time:
Start of daylight sav. time:
End of daylight sav. time:

Offsetdaylight sav. time:

Date formar: [ NNYNAAAS -

Time source
Time source 1: [porEchiEtE 1588 | ?

Sync.latencytime src.1: [0.00 |§| ps
Time zone time source 1: _
Tme soure2: [ponGmes v

Sync.latencytime src.2: [0.00 %] us
Time mne ime source 2: [local ||

Faultindication after: [10 =S

Time zone and daylight saving time f

Time zone offsetto UTC: 720

[Tl

2] min [x
]
[Last [=] [ sunday [=] in [september [~
| First [+] [sunday [=] in [april [~
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U (4 Elw

TS 03G- . 71062).

IS T=RON

oo

iepdr

[Lest ~][Sunday

| of [September ~| at [200am. -]

Clock [1/0 [ Network | Maintenance | GPS (Disabled)|
Time System Information
UTC Time Local Daylight Time Status synced(TEST)
Test Source In
[ Use
- - ock Name: +
0:19:27 12:19:27 Clock N NTS 03G ol
User: user
Model: NTS 03-G+
13May 2017 TestMode 13 May 2017 Product Code: FW‘%BGG'
- Serizl Number: 71062
Locaiization Firmware Version: 3.20r1
Local standard time (LST) is g;g vam-i-‘i'-‘l]l;lf‘FSEt i-;DS
Region observes daylight savings of 601 minutes Frequency Reference  TCXO
[] On the same dates every year Alarms Mo IRIG-B Input
Beginning on...

.
Test Source Configuration

'] Satuday . [E May 2017 [E~

[] Overmide Qualty PTP

And finishing on
[t~ [sunday ] of [aprl ] a [300am.
Clock Source Priorities Test Source
Drag to ReOrder. Highest => GPS Test Status:  Active

Time Base

e test source should only be used for testing purposes and will
be automatically deactivated after 1 week if left active.

1219:22am. =

@ UTC ) Local (To this PC)

Use the Test Source to output different test times to check relay updates and daylight saving changes.

output.

—
[ Tekron Config 4.2.1.10 - Connecte

to NTS 03G+ (S.N. 71062).

LA S IESIK T=RON

Clock [ 10

| Network | Maintenance | GPS (Disabled) |

Network Information

NTS 03G+

=+ ADMIN/ETH1

- IP Address: 10.233.140.240
- Netmask: 255.255.255.0
-~ MAC: 00:1D:7F:81:15:56
-- Senial Number: 71062

=1 ETHZ

- |P Address: 10.233.140.19
- Netmask: 255.255.255.0
-~ MAC: 00:1D:7F-80:09.C2
-- Serial Number: 02458
=+ETH3

- |P Address: 10.233.140.20
- Netmask: 255.255.255.0
-~ MAC: 00:1D:7F:80:09.C3
- Serial Number: 02439
=-ETH4

- IP Address: 0.0.0.0

- Netmask: 0.0.0.0

- MAC: D0:1D:7F-80:08.C4
- Senial Number: 02500

Advanced Options [
[Basic [NTP | PTP SN | : |
Clock Info (DefaultDS) Enable
Identity 00-10-7F-FF-FE-20-09-C2 ©) Canfig
foumy 10003 © TLV Cort
Class & (Primary) ® S
Port Info (PortDS) |
State  Master
Peer Path Delzy 8443n5 I
u
Parent Info (ParentDS) l
Idertity ~ 00-1D-7F-FF-FE-30-03-C2
Grand Master  00-1D-7F-FF-FE-B0-09C2 (3) Profles i
(ffset from master  0nS |
i Cordemzey 1008 .
i
G8275.1

On the PTP tab, selecting the Status radio button will display useful status information on the PTP
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Relay front panel

To see or set the current time (live):

sources are valid)

To alter time related settings via the front panel:
From the Menu.... Settings/General/Time Sync

From the Menu....Device Functions/Date & Time

(Time cannot be set if external synchronisation

P Time sync. w7
Time source 1port 2
[108] portE
Time zone time source 1 4
[108) ute
Timesource 2 5
1103 IRIG-B
Time source 2 part P L]

101 port G
Time zone time source 2 8
[109] local
Fault indication after g
o1 10s

< [ Chance]

Ethernet Interface Webpage
(refresh to update)

/ M@ Energy Automation SIPR. X

& C | ® 10.233.140.17:3081
i Apps G Google EHy HVPower @ HVP.com dy HVP.comau

—— T G
Overview Application Diagnostic > TEEE 1588
Health
Module Info State
Network Stat R
Application Diagnosis Ver:smn
Network Protocols I
IEEE 1588 e
Communication Protocols
SiTEr Slave Clock
State
Receiver

No. of master clock changes

No. of successfully processed synchronizations
No. of detected errors in telegram processing
No. of ignored telegrams

No. of idle periods

Current Master Clock

Clock ID / Port Number

Announce Seq ID / number of gaps
Announce Flag Field

Current UTC Offset

Last Synchronization

Clock ID / Port Number

Seq ID / number of gaps

Date /[ Time UTC

OffsetFromMaster

Steps

Correction Sync / FollowUp

IEEE 802.3 Transport

TEEE 0NN 1A AR £nn

Module Mode: Process

e PortJ: http://IP:8080
e Port E: http://IP:8081
e Port F: http://1P:8082
e Port N: http://IP:8083
e Port P: http://1P:8084

L. A.Eberle @ Bl w~ GarrettCom

Time at bottom right of screen is the UTC time from the relay when screen was opened/last refreshed.

The address to use in the browser to access the different web pages are:
(where IP = IP address of Port J)

% Horstmann [ IPECLid *™= MTE {if MV Tech @) RMS [ SADTEM »

SIEMENS
Module Type: ETH-BA-2EL at Slot E

Other bookmarks

07.31.01.995
Sep 9 2016 13:06:09
Running

master dock assigned, synchronization completed

647

-

00:1D:7F:FF:FE:80:09:C2 [/ 00:01

61247 /0

00:3C

37 seconds

00:1D:7F:FF:FE:80:09:C2 / 00:01

61247 /0

2017-05-13 [ 00:30:20.499117887 yyyy-mm-dd / hh:mm:ss.nanosec | |
—0.000031447 sec.nanosec

1

+0 [/ +0 nanosec

ek b

13.05.2017 00:30:17 UTC
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Time Information:

Project tree o 4

Devices

Via Online Access to Relay

Select Device Information in left tree, then the Time information tab located at the upper right
(Note this screen updates each 15 seconds)

Device information

| Resource consumption

Qo

~ [ PP Testing

>

T single-ine configuration
[ Add new device
i Devices and networks
» [ 75L87-P1C48 Dnpip new
» _ | IEC 61850 stations
4 Load configuration to devices

N

Time inf

| Logs | Time information

Diagnostic infoy

Bl

Time source 1

Synchronizing device
Source time:

Clock failed:

: [13.05.2017 12:41:58.521049[+12:00]

: [No

Received at device time:

Type

- [13.05.2017 12:41:58.521013[+12:00]

- [IEEE1588

" Clock synchronizd: |
% Load firmware to devices sz T

[5] Document information
[5] Frames

[ Cover pages

Time source 2

» [i Languages & resources ArTELsT

= [igd Online access Soure time: |01.01.1970 12:00:00[+12:00] |

Received atdevice time: |01.01.1970 12:00:00]+12:00]

1 Displayihide interfaces Clock failed: |Yes | Type: |IRIG_B

» Intel(R) 82579LM Gigabit Ne'
[ Intel®) igabi

Clock synchronized: [No

May 13, 2017 12:41:58 PM [=][ Editime |

3

43 Refresh device dete

» i |Logs

o ]
~ [} SIPROTEC 5 devices connectgvia .1,
A2 Update accessible de E——
+ [H 75L87-P1C48 Dpip ny evice time

System Time:
Further information is available via System Time

(Note this screen does not update)

From above screen, click “Diagnostic Information tab”, the on left tree select Mainboard/Syst

| Device information " Resource consumption " Logs " Time information " Diagnostic information l
s
* Mainboard I ) )
A Mainboard=System time
» Device
b Hardware inform. System time
¥ IP-Configuration
» Com baze current system time: |13.05.201? 12:45:33.164821982 +12:00 IL IF IN acc=15 (30.518 usec)
ST T current dst offset: |+00:00
T ForE lock locked
Channel 1 current |[EEE 37.118 acc: |00 (clock locked)

IP-Configuration srcl lastreceived time: | 13.052017 12:45:32.532045007 +12:00 IL IF IN acc=15

Com base srcl received at: |13.05.201? 12:45:32.532021880 +12:00

srcl active: |yes

src2 last received time: | invalid

src2 received at: | invalid

src2 active: | no

TZ: | UTC-12:00UTC-13:00,M9.5.0/02:00,M4.1.0/03:00
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Set up a front panel LED (unlatched) to monitor Time Source Status
PTP Testing » 75L87- P1C48 Dnpip new *» Information routing
| = £ m |P.Iler1tries |v| f
Informaticn » Destination
¥ LED=
» Base module
Signals Number Type (11 12 [13 |14 15
an 2N £ 52 53 IS N 5 B S
P & General a1
P & Device 4171
b & Alarm handling 5971
b & Time managem. 8821
T g Time sync. 8851 *
b @ Behavior BB51.52 EMS
b & Health 8851.53 ENS
‘ Status time source 1 8851.303 ] u
& Status time source 2 8851.304 SPs
& Time sync_error 8851.305 SPs
& Leapsecond 8851306 SPS
& High accuracy 8851307 SPS
9 e Mhmr i e msem e AT44

HV Power File: DIGSI-5-QN0006v1 PTP Notes.docx
Version 1. May 2017

Page 7 of 7 Originator: Warwick Beech

HV Power Measurements & Protection Ltd
Unit 4, 1 Porters Ave, Eden Terrace, Auckland
P O Box 26-074, Epsom, Auckland 1030, New Zealand

Tel:
Fax:

+64-9- 377 2001
+64-9- 302 2142



